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Many imperative programming languages offer global variables to implement common functionality such

as global caches and counters. Global variables are typically initialized by module initializers (e.g., static
initializers in Java), code blocks that are executed automatically by the runtime system. When or in what order

these initializers run is typically not known statically and modularly. For instance in Java, initialization is

triggered dynamically upon the first use of a class, while in Go, the order depends on all packages of a program.

As a result, reasoning modularly about global variables and their initialization is difficult, especially because

module initializers may perform arbitrary side effects and may have cyclic dependencies. Consequently,

existing modular verification techniques either do not support global state or impose drastic restrictions that

are not satisfied by mainstream languages and programs.

In this paper, we present the first practical verification technique to reason formally and modularly about

global state and its initialization. Our technique is based on separation logic and uses module invariants to
specify ownership and values of global variables. A partial order on modules and methods allows us to reason

modularly about when a module invariant may be soundly assumed to hold, irrespective of when exactly the

module initializer establishing it runs. Our technique supports both thread-local and shared global state. We

formalize it as a program logic in Iris and prove its soundness in Rocq. We make only minimal assumptions

about the initialization semantics, making our technique applicable to a wide range of programming languages.

We implemented our technique in existing verifiers for Java and Go and demonstrate its effectiveness on

typical uses cases of global state as well as a substantial codebase implementing an Internet router.

CCS Concepts: • General and reference→ Verification; • Theory of computation→ Separation logic;
• Software and its engineering→ Formal software verification.
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1 Introduction
Many programming languages support global state to implement patterns such as caches, dispatch

tables, and global counters. To list a few, C, C++, Go, and Rust support global variables, Java and C#
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have static fields, and Scala has singleton objects. Global variables have two defining characteristics:

First, their scope corresponds, at least, to the module
1
in which they are declared; often, they are

accessible to the entire program. Second, they have a static lifetime, and thus, they may be accessed

at any point during the execution of the program. In practice, global variables are widely used for

storing both shared immutable values (e.g., the OpenJDK implementation of Java’s Byte class [8]
has a static field named cache that stores an array of interned instances of Byte to be returned by

the method Byte.valueOf) and mutable state (e.g., Java’s Logger class [7] stores the hierarchical

namespace of loggers in static fields).

Both characteristics pose challenges for modular verification. The global scope complicates

local reasoning: global variables are shared among different methods (and different threads in

concurrent executions), such that ownership-based verification as in separation logic [49] is not

directly applicable. A standard solution to this problem is to maintain invariants over the shared

state. We adopt this approach by introducing module invariants over the values of global variables.
Such invariants need to be established during the initialization of global variables; from then on,
they may be assumed and need to be preserved by code that accesses global state. However, this

simple inductive argument is complicated by the second characteristic of global variables, their

static lifetimes. Real programming languages have a complex initialization semantics; for instance,

in Java, C#, Go, and Rust
2
, global variables are initialized by module initializers. Module initializers

are guaranteed to start executing before the global variables of their modules are accessed for the

first time, but are in general not guaranteed to finish, for instance, when the access occurs during
the initialization or when module initializers are mutually recursive. Consequently, the module

invariant may not have been established by the time of the first access. As a result, this language

design poses three challenges for modular verification.

(1) Validity of module invariants: A verification technique must determine when module invari-

ants may soundly be assumed to hold. This requires a way to determine when each module

initializer has definitely finished (and, thus, established the module invariant) and when

a module invariant may be temporarily violated, for instance, during an update of global

data through another thread. This challenge is complicated by the fact that the order in

which module initializers run is not known modularly (e.g., in Go [10]) or is even determined

dynamically (e.g., in C# and Java [6, 9]).

(2) Side effects of module initializers: In mainstream languages, module initializers may perform

arbitrary side effects on all memory locations reachable from global variables. Consequently,

the program behavior depends on when module initializers are executed, and in which order.

Since this information is not known modularly (or even statically), a verification technique

must take into account all valid timings of the module initializers.

(3) Cyclic initialization dependencies: Some languages like Java and C# allow two or more modules

to mutually access each other’s global variables from their module initializers (possibly

indirectly via method calls). Such cyclic dependencies usually indicate latent bugs, such as

reading uninitialized global variables and deadlock [18, 39]. Bugs like these plague many

concurrent codebases, including the previously mentioned Logger class in the Java standard

library. They need to be prevented by a verification technique.

1
While we do not formally define module, we note that it corresponds to classes in Java, packages in Go, and compilation
units in C/C++.
2
Initializers are not part of the Rust language, but a similar functionality is provided by the lazy_static! macro defined in

the lazy-init crate [4], which precedes all accesses to a global variable by code that runs the initialization code if it hasn’t

been run yet.
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Despite the prevalence of global state, to our knowledge, there are no verification techniques

that provide a practical solution to these challenges. Leino and Müller [35] propose a verification

technique for invariants over global state. In their technique, modules are initialized eagerly

according to a user-defined validity ordering. It is, thus, not applicable to mainstream languages,

which have a different initialization semantics. Summers et al. [51] also use invariants to reason

about static fields, but require programs to follow a strict, static ownership scheme [22], which is

too restrictive for many practical use cases. Both of the above approaches support only sequential

programs. Jacobs et al.’s technique [28] targets concurrent programs by requiring all accesses to
global variables to be synchronized with a lock. They do not support programs that safely access

mutable global variables without explicit synchronization. Moreover, like both previous approaches,

they impose a restrictive ownership regime. Liu et al. [39] present a static analysis to identify

common issues in the initialization of Scala’s singleton objects. However, their technique does not

allow one to verify functional correctness. Finally, prior to our work, no deductive verifier like

Gobra [55], KeY [12], VerCors [17], or VeriFast [27] supports modular reasoning about global state.

This Paper. We present the first modular verification technique for programs with global state that

is sufficiently expressive to handle practical implementations and languages. To handle mutable

state and concurrency, our technique builds on concurrent separation logic [44, 49]. In particular,

we treat global variables as separation logic resources that can be accessed only when the executing

methods owns the corresponding permission. This treatment allows us to rule out data races and

reason about side effects on global variables.

We specify modules with module invariants, separation logic assertions that may contain permis-

sions to the global variables of a module as well as constraints on their values. A proof obligation

ensures that the invariant of each module is established by the module’s initializer.

Similar to Iris invariants [29], module invariants are represented as separation logic resources

called module tokens (or tokens for short). A method may open a module invariant to obtain the

contained permissions if it owns the corresponding token. Opening a module invariant is sound

only at program points where the initialization of the corresponding module has definitely finished;

otherwise, one would potentially assume the module invariant before it has been established.

Therefore, opening an invariant is guarded by two proof obligations: (1) An invariant may be

opened when the subsequent execution step (or sometimes an earlier operation) ensures that

initialization must have started; for instance in Java, initialization of a class is triggered by object

creation, static field access, and static method calls and, thus, an invariant may be opened at these

operations. This proof obligation guarantees that by the time we attempt to use the invariant,

initialization has at least started. (2) We check that the current method is not executed during the

initialization; the semantics of the programming language then implies that module initialization

must also have finished before the currentmethod is executed. To enable this second proof obligation,

we introduce a novel specification construct called initialization levels that establishes a partial
order on the modules and methods of a program. Proof obligations ensure that the initializer of a

module with level𝑚 may call only methods with a strictly smaller level. Consequently, a method

with level 𝑙 cannot be part of the initialization of any module with a level of at most 𝑙 , such that

their initialization, if started, must also have finished.

The approach described so far already solves the three challenges above. A method may soundly

assume the invariant of a module if it holds the corresponding token and the method’s level is at

least the module’s level (Challenge 1). Since module initializers do not own any module tokens,

they cannot cause side effects beyond initializing the global variables of the enclosing module (and

newly-allocated memory). Consequently, verification does not depend on their exact execution
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time (Challenge 2). For the same reason, a module initializer cannot read global variables of other

modules, making it impossible to create cyclic initialization dependencies (Challenge 3).

The technique described so far is sound, but overly restrictive for two reasons. First, it is common

for global variables to store immutable data such as constants or global look-up tables. Once

initialized, such data can be safely accessed (also concurrently), such that the verification overhead

of passing around module tokens is unnecessary. The same applies to global data that is protected

by a synchronization primitive such as a lock. Second, not allowing the initializer of one module

to access global variables of another module prevents common idioms, such as printing a debug

messages during initialization using Java’s System.out stream.

To remove these limitations, our technique supports duplicable module invariants, in addition to

the non-duplicable invariants described so far. Duplicable invariants may contain permission to read

memory locations as well as value constraints to capture properties that, once established, hold for

the rest of the program execution. Therefore, opening a duplicable invariant does not require the
presence of a module token; every method or module initializer may open the duplicable invariant

of every module with at most the same level. Verification that a duplicable invariant has been

established is analogous to non-duplicable invariants.

Duplicable invariants provide a convenient way to access immutable data. They can also be used

to share a lock among different threads. By including permissions in the lock invariant, threads

can get synchronized write access to global state. Duplicable invariants also let the initializer of

a module read global variables of other modules, irrespective of their levels, and even modify

them if they are protected by a synchronization primitive (we will present a further relaxation for

sequential code in Sec. 4.1).

For duplicable invariants, Challenge 1 and 2 are solved analogously to non-duplicable invariants.

Challenge 3 is solved by the level requirement. Since a module initializer may only read global

variables of modules with a strictly smaller level, cyclic dependencies are not possible.

Our technique is applicable to any programming language that satisfies the following three

conditions:

C1 We call a point in the execution of a program definitely initialized for a module 𝑀 if it

occurs (1) right before an access to a global variable of 𝑀 or a call to a static method
3

of 𝑀 , and (2) outside of 𝑀’s module initializer and methods directly or indirectly called

from it. The module initializer of 𝑀 starts executing at the latest when reaching the first

definitely-initialized execution point for𝑀 . It also finishes before executing the next operation

after the first definitely-initialized execution point for𝑀 unless (1) it does not terminate or

(2) 𝑀 is part of a cyclic initialization dependency. In case (1), all threads block at the next

definitely-initialized execution point for𝑀 .

C2 In case the language includes operations that trigger module initialization (e.g., in Java, those

mentioned in the previous condition) then only the first occurrence of such an operation in a

program execution triggers. No other operations wait for module initialization to finish.

C3 The module initializer of a module𝑀 runs at most once during the entire execution of the

program.
4

These conditions are satisfied by a wide range of mainstream programming languages with different

initialization semantics, including Java, Go, C#, and Scala. In particular, the conditions do not require

3
In our examples, we treat constructors analogously to static methods.

4
Conditions C2 and C3 may seem redundant at first. However, C2 ensures that triggering module initialization does not

yield an error. Moreover, for languages where initialization may happen only when triggered, C3 follows from C2, but is
necessary for our technique to be sound for other languages.
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that the initializer of a module runs, unless an access to one of its variables occurs. This allows for

both eager and lazy initialization.

In the rest of this paper, we present our technique informally and illustrate it on examples (Sec. 2),

and then formalize our techniques as a program logic in the Iris framework [30] and prove its

soundness in Rocq (Sec. 3). To demonstrate that our technique is practical, we instantiate it to

two mainstream languages with different initialization semantics, Java and Go, and implement it

in two state-of-the-art deductive verifiers, VerCors [17] and Gobra [55] (Sec. 4). Our evaluation

demonstrates that the technique is expressive and can be automated effectively (Sec. 5).

Contributions. We summarize our main contributions:

• We present the first practical, modular verification technique for programs with global state,

written in mainstream programming languages. Our technique is applicable to a wide range

of programming languages with different initialization semantics including eager and lazy

initialization, such as C++, C#, Go, Java, and Scala.

• We formalize our technique as a separation logic. Our soundness proof is mechanized in the

Iris framework and applies to languages whose initialization semantics satisfies conditions

C1-C3.
• We implement our technique in two state-of-the-art verifiers for languages with different

initialization semantics: Gobra for Go and VerCors for Java.

• We demonstrate the effectiveness of our approach on a wide range of challenging examples.

Our experiments show that our technique imposes little annotation overhead and can be

automated in SMT-based verifiers.

2 Key Ideas
In this section, we present our technique informally and illustrate its key ideas on several examples;

the formal proof rules are presented in the next section.

Our examples are written in Java syntax, but we do not assume Java’s lazy initialization semantics.

As explained in the introduction, our technique is applicable to any language whose module

initialization semantics satisfies conditions C1–C3. Therefore, we assume that a module initializer

may start non-deterministically at any moment prior to the first access to a global variable or

call to a static method of the module, and its execution may interleave with the threads of the

program. This treatment of module initializers over-approximates both lazy and eager initialization

semantics, thus providing general reasoning principles that are language agnostic.

2.1 Module Invariants
The method fib in Listing 1 recursively computes the n-th element of the Fibonacci sequence, and

uses the global variable cache to memoize all prior results.

Proving that this method computes the n-th Fibonacci number when n is non-negative requires

that the following properties hold for each access to the global variable cache:

P1 cache holds a non-null value, otherwise a NullPointerException may be thrown;

P2 cache is not accessed concurrently by another thread, otherwise data races may occur;

P3 cache contains the keys 0 and 1, otherwise the method may not terminate;

P4 cachemaps all of its keys k to the k-th Fibonacci number, otherwise the method may produce

wrong results.

More generally, we must show for each access to a global variable that the access is safe, i.e., it
does not lead to null pointer dereferences or race conditions (properties P1 and P2), and that the

values stored in global variables satisfy certain functional properties (P3 and P4).
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1 class Fib {
2 private final static HashMap <Integer , Integer > cache;
3 static {
4 cache = new HashMap <>();
5 cache.put(0, 0);
6 cache.put(1, 1);
7 }
8 public static int fib(int n) {
9 boolean hasKey = cache.containsKey(n);
10 if (hasKey) {
11 return cache.get(n);
12 }
13 int fibN = fib(n-1) + fib(n-2);
14 cache.put(n, fibN);
15 return fibN;
16 }
17 }

Listing 1. Class Fib provides a memoized implementation of the Fibonacci sequence. cache is a global

variable; the code inside the static-block is the module initializer.

We usemodule invariants to make both kinds of properties explicit and formal. For our example in

Java notation, module invariants can be specified at the level of classes; however, unlike traditional

class invariants [42], they constrain global variables, not the fields of instances of the class.

We express module invariants in the assertion language of separation logic; thus, they provide

information about the ownership of global variables and the values stored in them. A method

may access a global variable if it owns it. We use fractional permissions [19] to allow concurrent

reads, while ensuring exclusive writes. Ownership of a memory location x (which might be a global

variable) is denoted with the points-to assertion 𝑥 ↦→𝑝 𝑣 , where 𝑝 is a rational number in the interval

(0, 1], and 𝑣 is the value stored in location 𝑥 (or _ if the value is irrelevant). A fractional amount 𝑝

strictly less than 1 provides read-only access, whereas write access requires full ownership (𝑝 = 1).

As is standard, the ownership of a memory location may be split and re-combined:

𝑥 ↦→𝑝1+𝑝2 𝑣 ≡ 𝑥 ↦→𝑝1 𝑣 ∗ 𝑥 ↦→𝑝2 𝑣

In our example, we express properties P1–P4 wit the following module invariant:

𝐼𝑛𝑣Fib ≜ ∃𝑚.∃𝑎. cache ↦→
1
𝑚 ∗

𝑚 ≠ 𝑛𝑢𝑙𝑙 ∗ 𝑖𝑠_𝑚𝑎𝑝 (𝑚,𝑎) ∗
{0, 1} ⊆ 𝑑𝑜𝑚(𝑎) ∗
(∀𝑘. 𝑘 ∈ 𝑑𝑜𝑚(𝑎) =⇒ 0 ≤ 𝑎(𝑘) ∧ 𝑎(𝑘) = F (𝑘))

The first conjunct provides exclusive access (full ownership) to cache and, thus, rules out data

races (property P2). The second conjunct guarantees property P1. The third conjunct uses the

separation logic predicate 𝑖𝑠_𝑚𝑎𝑝 (𝑚,𝑎) to express full ownership of the hash map (property P2)
and to abstract the state of the hash map to a partial function from keys to values, 𝑎; the concrete

definition of 𝑖𝑠_𝑚𝑎𝑝 is irrelevant here. The remaining two conjuncts express property P3 and P4,
where F denotes the mathematical Fibonacci function.
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2.1.1 Establishing Module Invariants. The module initializer 𝐼𝑛𝑖𝑡𝑖𝑎𝑙𝑖𝑧𝑒𝑟𝑀 of a module 𝑀 must

establish𝑀’s module invariant, that is, it must satisfy the following triple:{
𝐼𝑛𝑖𝑡𝑀 ∗∗𝑔 ∈ 𝑣𝑎𝑟𝑠 (𝑀 )

𝑔 ↦→
1
_

}
𝐼𝑛𝑖𝑡𝑖𝑎𝑙𝑖𝑧𝑒𝑟𝑀 {𝐼𝑛𝑣𝑀 }

where 𝐼𝑛𝑖𝑡𝑀 indicates that module 𝑀 has started initializing, as we will discuss in Sec. 2.2,∗ is

a syntactic shorthand for the separating conjunction over a set of locations, 𝑣𝑎𝑟𝑠 (𝑀) is the set
of the identifiers of all global variables declared in module 𝑀 , and 𝐼𝑛𝑣𝑀 is𝑀’s module invariant.

The precondition allows the module initializer to write to all global variables of the module, but

does not directly permit accesses to global variables of other modules. Such accesses are in general

not safe because they might introduce data races. We will see in Sec. 2.3 how we can allow such

accesses if they are properly synchronized. Note that providing ownership to the module initializer

cannot duplicate permissions because, according to condition C3, an initializer runs at most once.

Verifying this triple for the module initializer of class Fib is straightforward, provided we have

appropriate specifications for the constructor and the put method of class HashMap.
Note that while termination of module initializers is generally desired, it is not required for the

soundness of our technique. According to condition C1, a non-terminating initializer for a module

𝑀 causes all thread executions to block at the next definitely-initialized execution points for 𝑀 ,

such that any code that might use𝑀’s invariant is unreachable.

2.1.2 Using Module Invariants. The module invariant of a module𝑀 may be soundly used at any

program point where the two following conditions hold:

IC1 𝑀’s initializer has started and finished, that is, its module invariant has been established;

IC2 No other thread concurrently relies on or invalidates the module invariant of𝑀 .

We explain how to check condition IC1 in Sec. 2.2.

To establish condition IC2, we introduce a separation logic resource [Token 𝑀]𝑝 for every

module 𝑀 , where 𝑝 denotes fractional ownership. Conceptually, one can think of this resource

as an isorecursive predicate [50] that abstracts over the module invariant; like other isorecursive

separation logic predicates, it can be unfolded to obtain the module invariant (thereby multiplying

ownership amounts with fraction 𝑝 , as usual) and get access to 𝑀’s global variables. However,

unfolding the predicate is sound only if condition IC1 holds; otherwise, one might use an invariant

that has not (yet) been established. To emphasize this difference to standard separation logic

predicates, we use a different terminology. We call [Token 𝑀]𝑝 themodule token (or token for short)
of 𝑀 ; exchanging the token for the module invariant is called opening the invariant and comes

with proof obligations that ensure IC1 (see Sec. 2.2). Closing an invariant is analogous to folding a

predicate, without extra proof obligations.

The program entry point (i.e., the main method) gets the module token [Token 𝑀]
1
for every

module𝑀 in the program.
5
The main method can transfer tokens like any other separation logic

resource, for instance, pass them to other methods or threads, or include them in predicates and

module invariants. The standard separation logic proof rules ensure that neither a token nor the

corresponding module invariant can be duplicated or forged, which guarantees condition IC2.
The only way for a method to obtain ownership of a global variable is via a module invariant.

Hence, the module invariant of a module 𝑀 typically contains ownership of all global variables of

𝑀 . A method may then either obtain𝑀’s token (for instance, via its precondition) and open the

invariant to obtain ownership of the global variables, or it may require ownership directly in its

5
The set of all modules is generally not known during modular verification. However, it can be soundly approximated by

including all tokens that are mentioned in the specifications of methods called from the main module, or in its module

invariant, predicates, lock invariants, etc. Tokens of other modules could not be used during verification of main anyway.

Proc. ACM Program. Lang., Vol. 9, No. OOPSLA2, Article 355. Publication date: October 2025.



355:8 João Pereira, Isaac van Bakel, Patricia Firlejczyk, Marco Eilers, and Peter Müller

precondition, pushing the task of opening the invariant to its caller. Our example uses the latter

option, as expressed in the following specification for method fib:

{InvFib ∧ 0 ≤ n} fib(n) {𝑣 . InvFib ∧ 𝑣 = F (n)}
Verification of the implementation from Listing 1 against this specification is straightforward. Any

caller of fib must hold InvFib, for instance, by obtaining the token [Token Fib]
1
from main and

opening the invariant, or by acquiring a lock whose lock invariant provides InvFib. By building on

separation logic, our technique is completely agnostic to how resources are manipulated and how

threads are synchronized.

2.2 Definite Initialization
In the previous subsection, we have seen that a module invariant may be opened only at points,

where the corresponding module invariant has been established (condition IC1). This is the case
when the module initializer (1) has started to execute and (2) has terminated.

To check the first condition, we use a dedicated separation logic resource 𝐼𝑛𝑖𝑡𝑀 indicating that

𝑀 ’s initialization has started. This resource is obtained when accessing one of𝑀 ’s global variables

or calling one of 𝑀’s static methods. According to condition C1 from the introduction, module

initialization must start there at the latest. This approach soundly models both lazy initialization as

in Java and eager initialization as in Go.

Checking the second condition is more involved. We need to make sure that the execution point

at which we attempt to open the invariant for module𝑀 cannot be reached (directly or transitively)

from𝑀’s initializer (otherwise, the execution point would be during 𝑀’s initialization). To check

this property modularly, we introduce initialization levels (or levels for short), a novel specification
construct, which will later also allow us to rule out cyclic initialization dependencies (Challenge 3

in the introduction).

We require programmers to annotate each module, module initializer, and method with an

initialization level, i.e., a value from a pre-selected partial order. We impose the following level
requirements:

LC1 The level of the module initializer of a module𝑀 is strictly less than 𝑀’s level.

LC2 A method or module initializer with level 𝑙 may call only methods with a level of at most 𝑙 .

Note that requirement LC2 allows recursive implementations (including mutual recursion if all

involved methods have the same level).

The level requirements imply that, in a module 𝑀 with level 𝑙 , the initializer can (directly or

indirectly) call only methods with a strictly smaller level. Importantly, all other methods may safely

assume that they are not executed while𝑀’s module initializer runs. Consequently, according to

condition C1, if 𝑀’s initializer has been started, it must also have terminated and, therefore, it

is sound to open 𝑀’s invariant. So in summary, our proof obligations ensure condition IC1 by

checking that (1) the 𝐼𝑛𝑖𝑡𝑀 resource has been obtained and (2) the level of the current method is

above𝑀 ’s level.
6
Inside the module initializer of a module 𝑁 , check (1) is sufficient to establish IC1.

As we will see in the next section, 𝐼𝑛𝑖𝑡𝑀 cannot be transferred into a module initializer (e.g., via a

lock). So the only way for 𝑁 ’s initializer to obtain 𝐼𝑛𝑖𝑡𝑀 is to access a field or call a static method of

𝑀 . Since we prove that cyclic initialization dependencies do not occur (see Sec. 2.4), condition C1
guarantees that𝑀 ’s initializer has terminated before execution proceeds. When both IC1 and IC2
hold, we can soundly open the invariant.

6
Technically, it would be sufficient to check that the method’s level is not below 𝑀 ’s level. The stronger check here will be

necessary to avoid cyclic initialization dependencies, as we will explain in Sec. 2.4.
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1 class Counter {
2 private final static Lock cl;
3 private static int count;
4

5 static {
6 count = 0;
7 cl = new Lock();
8 }
9

10 public static int getAndInc () {
11 cl.lock(); // acquire lock invariant
12 int result = count ++;
13 cl.unlock (); // release lock invariant
14 return result;
15 }
16 }

Listing 2. Class Counter, which implements a global, thread-safe counter.

To verify the Fib module (Listing 1), the assigned initialization levels must satisfy the following

constraints: the level of HashMap’s constructor and put method must be at most that of Fib’s
initializer; the levels of HashMap’s containsKey, get, and put must all be at most fib’s. These
constraints are needed to allow the various calls (LC2).

The need to assign levels may seem laborious at first, but is not difficult in practice. First, many

modules do not call any methods from their initializers, because they do not have global variables

or their global variables are initialized to constants. All those modules can have an arbitrarily small

level. For the other modules, one can choose the smallest level that is greater than the levels of all

methods called by their initializer. Second, levels for methods are related to the terminationmeasures

used by modular verifiers to prove termination. For instance, Dafny’s termination measures [33]

are lexicographically-ordered tuples that include the module name as first component, ordered

my the import relation. The same approach works for our technique and ensures that it is always

possible to call methods in imported modules, such as those of HashMap in our example.

2.3 Duplicable Invariants
As explained in Sec. 2.1, module tokens are necessary to ensure condition IC2, that is, to prevent

different threads from performing unsynchronized accesses to global variables, potentially leading

to data races and situations where an invariant is used by one thread while it has been temporarily

violated by another. However, requiring the module token to open an invariant is overly restrictive

in two common cases: when an invariant constrains only immutable global variables (e.g., global

constants) and when access to (mutable) global variables is synchronized by a concurrency primitive

such as a lock. In the former case, concurrent read accesses do not cause data races and the invariant

cannot be violated after it has been established. In the latter, synchronization prevents data races

and confines temporary violations to synchronized critical sections.

The example in Listing 2 illustrates both cases. The global variable cl is declared final, meaning

that it cannot be modified after the module initializer has terminated. The global variable count is

mutable, but protected by the non-reentrant lock in cl.
To handle such cases, we complement the module invariants presented so far with duplicable

module invariants. A separation logic assertion 𝑃 is duplicable if it satisfies the equivalence 𝑃 ≡ 𝑃 ∗𝑃 .
A duplicable invariant cannot provide full ownership (or even a fixed fraction) of a resource.
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Consequently, once the invariant has been established, it cannot be violated by writing to the

global variables it mentions, nor can there be data races on these variables. Hence, condition IC2
holds automatically and does not have to be enforced via module tokens. This allows us to use

the following, weaker proof obligations for duplicable invariants: (1) They must be established by

the module initializer. (2) To ensure condition IC1, the duplicable invariant of a module 𝑀 may

be opened only if the current method or initializer owns 𝐼𝑛𝑖𝑡𝑀 and its level is at least 𝑀’s level.

(3) The level requirements LC1 and LC2 from Sec. 2.2 hold.

In our example, we associate the lock cl with a lock invariant 𝑙𝑜𝑐𝑘_𝑖𝑛𝑣 ≜ count ↦→
1
_, which

grants full ownership to count. As usual in concurrent separation logics, a predicate 𝑖𝑠_𝑙𝑜𝑐𝑘 (𝑣, 𝐼 )
expresses that lock 𝑣 has the lock invariant 𝐼 . Calls to lock require this predicate and provide the

lock invariant, whereas calls to unlock do the reverse. The predicate 𝑖𝑠_𝑙𝑜𝑐𝑘 (𝑜, 𝑃) is duplicable,
such that all threads may compete for the lock by calling lock.
We can then specify the following duplicable module invariant for Counter:

𝐼𝑛𝑣Counter ≜ ∃𝑜. ∃𝑝. 0 < 𝑝 ∗ cl ↦→𝑝 𝑜 ∗ 𝑖𝑠_𝑙𝑜𝑐𝑘 (𝑜, 𝑙𝑜𝑐𝑘_𝑖𝑛𝑣)
This allows us to discharge the proof obligations mentioned above: (1) The module initializer estab-

lishes the duplicable invariant; in particular, cl’s lock invariant holds. (2) Method getAndInc may

open the duplicable module invariant because it obtains 𝐼𝑛𝑖𝑡Counter when accessing cl. Moreover,

we can assign levels such that getAndInc’s is at least Counter’s. (3) By assigning levels to all lock

operations below those of Counter’s, all method and constructor calls are permitted.

Interestingly, these proofs do not require the specification of getAndInc to include any permis-

sions to global variables nor the predicates our technique introduces (𝐼𝑛𝑖𝑡 , tokens). The handling

of Counter’s global state is hidden from clients and does not complicate their verification (except

assigning suitable levels). In particular, this example demonstrates that duplicable invariants allow

the module initializer of a module 𝑁 to get read and write access to the global variables of another

module𝑀 by using suitable synchronization. This synchronization is necessary to prevent data

races. For immutable global variables of𝑀 , 𝑁 ’s module initializer may directly open𝑀 ’s duplicable

invariant (without synchronizing), as long as the level assignment allows that.

2.4 Cyclic Initialization Dependencies
The technique introduced so far is sound unless the program contains cylic initialization dependen-
cies, that is, two or more modules where each module’s initializers accesses a global field or static

method of the next module on the cycle. The following example illustrates the problem.

In an execution where A is initialized first, the call to B.foo will start initialization of B, such
that the assertion in B’s initializer is reached before f has been initialized and A’s invariant has
been established. Nevertheless, this program verifies using the technique introduced so far! In

particular, there is a level assignment that allows the call to B.foo and opening A’s invariant to
prove the assertion in B’s initializer, just pick B.foo < A < B in the level ordering. This problem

is not surprising, given that our technique so far builds on condition C1 from the introduction,

which fully applies only in programs without cyclic initialization dependencies.

Our level requirements LC1 and LC2 ensure that any method that executes during the initializa-

tion of a module𝑀 has a level strictly smaller than𝑀 and, thus, we can conclude when a method

is not part of the initialization and may soundly open𝑀 ’s invariant. However, these requirements

do not provide the same guarantee for module initializers. In the above example, B’s initializer runs
during A’s initialization, but the level requirements do not prevent it from opening A’s invariant.

Intuitively, one can consider accesses to global variables and calls to static methods of a module

𝑀 as “calling” 𝑀’s initializer in case the initializer has not been started before. Therefore, we

introduce an additional level requirement, which is the analog of LC2 for these conceptual calls:
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1 class A {
2 // dup invariant: ∃𝑝. 0 < 𝑝 ∧ f ↦→𝑝 1

3 static int f;
4 static {
5 B.foo();
6 f = 1;
7 }
8 }
9

10 class B {
11 static {
12 // open A's invariant
13 assert A.f == 1;
14 }
15

16 static void foo() {}
17 }

Listing 3. Classes A and B form a cyclic initialization dependency.

1 class Main {
2 void main(String args []) {
3 int x = Fib.fib(3);
4 assert x == 2;
5 }
6 }

Listing 4. Client program for the Fib module from Listing 1.

LC3 A method or module initializer with level 𝑙 may access a global field or call a static method of

a module𝑀 only if (1) it owns 𝐼𝑛𝑖𝑡𝑀 or (2)𝑀’s level is at most 𝑙 .

Together, our three level requirements rule out cyclic initialization dependencies, which makes

our technique sound as we will prove later. In particular, the above example now correctly fails to

verify because LC3 introduces an additional constraint for the call to B.foo, B < A, leading to an

unsatisfiable set of level constraints.

2.5 Complete Example
Having presented the key concepts of our approach, we can now complete our example by adding a

client for the Fibmodule from Listing 1: In order to verify this client program, we need to establish

the following proof obligations:

(1) The level requirements LC1, LC2, and LC3 hold for the entire program.

(2) The precondition of fib holds before the call on line 3.

(3) The conditions IC1 and IC2 hold at every program point where the invariant is opened.

(4) The assertion in line 4 holds.

(1) The level requirement LC1 trivially holds for class Main given that it does not have a module

initializer. We can satisfy requirement LC2 by choosing the level 𝐿 of the method main to be higher
than that of method fib; similarly, we can satisfy requirement LC3 by choosing 𝐿 such that it is

also higher than that of the Fib module.
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(2) Recall that the precondition of fib is that the invariant of Fib holds when the call is performed.

We can thus satisfy this precondition by opening the invariant immediately before the call in line 3.

(3) Opening the invariant of Fib requires proving that the conditions IC1 and IC2 hold right

before the call. As explained in Sec. 2.2, the condition IC1 requires that initialization of the Fib
module has started and finished. The former can be established from the call to Fib.fib itself,

which yields the resource 𝐼𝑛𝑖𝑡𝐹𝑖𝑏 to indicate that initialization has started. The latter follows from

the fact that the main method’s level is above Fib’s. Finally, condition IC2 follows from the fact

that method main holds the module token of Fib ([Token 𝐹𝑖𝑏]
1
) at the time of the call, since, as

explained in Sec. 2.1.1, the main method initially owns the module token [Token 𝑀]
1
for every

module𝑀 in the program.

(4) After the call to fib, the assertion in line 4 follows directly from the method’s postcondition.

3 Formalization
We formalize our technique as a program logic for an example concurrent language with global

state using Iris [30], a separation logic framework. We establish its soundness using our key ideas,

proved using the Iris proof mode [31, 32] in the Rocq proof assistant [53]. Our soundness result

establishes the correctness of our treatment of invariants, and the absence of initialization cycles.

Our soundness result is shown for an ML-like language with global modules (Section 3.1). It is

given a semantics by translation to HeapLang, another ML-like language with existing Iris support

but no module system (Section 3.2). We model initializers using concurrent preemptive HeapLang

threads which can execute at any time, overapproximating the different initialization semantics of

real-world languages. We formally define the assertion language for global state (Section 3.3) and

give its embedding into Iris’ separation logic (Section 3.4).

Initialization cycle freedom in particular is shown by instrumenting the semantics of our ML-

like language with a notion of runtime level, and asserting that all module accesses are strictly

monotonic according to this level (Section 3.5). These assertions are then shown to always succeed

for verified programs, so they can be elided from the semantics.

3.1 Syntax
In this subsection, we provide the syntax for our core language, which we use as a minimal example

for our soundness results. This syntax is presented in Figure 1. Effectively, our language is defined

by augmenting Iris’ HeapLang with modules and global initialization.

Expr. The three significant additions to the expression language with respect to HeapLang are:

loads from module fields !𝑀.𝑓 ; stores to module fields 𝑀.𝑓 ← 𝑒; and calls to module methods

call 𝑀.𝑚. Module methods can take arguments by being declared as lambdas.

Module. A module consists of a set of field and method declarations, together with the module

initializer expression. Method declarations consist of a module-unique method name, along with

an expression body. Field declarations are simply a module-unique field name. Field initialization

can be performed in the module initializer.

Program. A program 𝑒𝜙 consists of an expression 𝑒 , together with a set of accompanying named

modules 𝜙 . The modules in the context can refer to each other’s fields in their initializers and

methods. These references can potentially be cyclic.

3.2 Translational Semantics
The semantics of our language is given by an embedding into HeapLang (shown in Figures 2

to 4), with its usual program state definition. This is done to simplify the formalization overhead:
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𝑣 ∈ 𝑉𝑎𝑙 ::= () | 𝑛 ∈ Z | 𝑏 ∈ {True, False} | ℓ ∈ 𝐿𝑜𝑐 | . . .
𝑥 ∈ 𝑉𝑎𝑟 ::= . . .

𝑓 ∈ 𝐹𝑖𝑒𝑙𝑑 ::= . . .

𝑚 ∈ 𝑀𝑒𝑡ℎ𝑜𝑑 ::= . . .

𝑀 ∈ 𝐼𝑑 ::= . . .

𝑒 ∈ 𝐸𝑥𝑝𝑟 ::= 𝑣 | 𝑥 | 𝜆𝑥 . 𝑒 | 𝑒 𝑒 | let 𝑥 := 𝑒 in 𝑒

| if 𝑒 then 𝑒 else 𝑒 | while 𝑒 do 𝑒
| ref 𝑒 | !𝑒 | 𝑒 ← 𝑒 | !𝑀.𝑓 | 𝑀.𝑓 ← 𝑒

| call 𝑀.𝑚 | fork 𝑒 | . . .

𝜙 ∈ 𝑀𝑜𝑑𝑢𝑙𝑒𝑠 ≜ 𝐼𝑑 ⇀


Fields : 𝐹𝑖𝑒𝑙𝑑

MethodDefns : 𝑀𝑒𝑡ℎ𝑜𝑑 ⇀ 𝐸𝑥𝑝𝑟

Init : 𝐸𝑥𝑝𝑟


𝑒𝜙 ∈ 𝑃𝑟𝑜𝑔𝑟𝑎𝑚 ≜ 𝐸𝑥𝑝𝑟 ×𝑀𝑜𝑑𝑢𝑙𝑒𝑠

Fig. 1. The syntax of our source language. The highlighted terms are the significant novelties w.r.t. HeapLang.

Translation of expressions. V𝑒U𝜔𝜏

V()U𝜔𝜏 ≜ () V𝑛U𝜔𝜏 ≜ 𝑛

V𝑏U𝜔𝜏 ≜ 𝑏 VℓU𝜔𝜏 ≜ ℓ

V𝑥U𝜔𝜏 ≜ 𝑥 V𝜆𝑥 . 𝑒U𝜔𝜏 ≜ 𝜆𝑥. V𝑒U𝜔𝜏
V𝑒 𝑒′U𝜔𝜏 ≜ V𝑒U𝜔𝜏 V𝑒′U𝜔𝜏 Vref 𝑒U𝜔𝜏 ≜ ref V𝑒U𝜔𝜏

V!𝑒U𝜔𝜏 ≜!V𝑒U
𝜔
𝜏 V𝑒 ← 𝑒′U𝜔𝜏 ≜ V𝑒U𝜔𝜏 ← V𝑒′U𝜔𝜏

...

Fig. 2. The translational semantics of basic terms in our language. These terms don’t interact with our

translation structures 𝜔, 𝜏 . We omit the syntax of HeapLang terms for brevity, but the languages are very

similar, which is why most terms translate in a direct way [11].

instantiating Iris with an entirely new language requires significant proof and mechanization effort.

By instead using a translational semantics, we are able to re-use the existing work for HeapLang.

Since our language is effectively an extension to HeapLang, most expressions are translated

directly in the expected style (i.e. variables to variables, lambdas to lambdas, and so on), as shown

in Figure 2. The only exceptions are those language features not present in HeapLang - namely,

global fields, static methods, and module initializers. Giving these a semantics requires additional

book-keeping structures, shown in Figure 3. Global fields are translated to HeapLang variables of

heap-allocated values, which can be mutated. The mapping of global field to HeapLang variable

is recorded in the FieldVars of the translation context 𝜏 . Similarly, static methods also become

HeapLang variables of heap-allocated stored expressions (i.e. the method body), which can be

loaded and executed. These are also recorded in 𝜏 as the MethodVars.

We can overapproximate both eager and lazy initialization approaches by encoding whole

programs using HeapLang’s support for concurrency. In this encoding, the program expression is
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𝜔 ∈ 𝐿𝑒𝑣𝑒𝑙𝐴𝑠𝑠𝑖𝑔𝑛𝑚𝑒𝑛𝑡 ≜ 𝐼𝑑 ⇀ 𝐿 𝐿 is a partially-ordered set

𝜏 ∈ 𝑇𝑟𝑎𝑛𝑠𝑙𝑎𝑡𝑖𝑜𝑛𝐶𝑡𝑥 ≜


LockVars : 𝐼𝑑 ⇀ 𝑉𝑎𝑟

FieldVars : 𝐼𝑑 × 𝐹𝑖𝑒𝑙𝑑 ⇀ 𝑉𝑎𝑟

MethodVars : 𝐼𝑑 ×𝑀𝑒𝑡ℎ𝑜𝑑 ⇀ 𝑉𝑎𝑟

ThreadIdVar : 𝑉𝑎𝑟

LevelVar : 𝑉𝑎𝑟


Fig. 3. Structures used for the translational semantics. ThreadIdVar stores the identifier of the module the

current thread is initializing, if any. LevelVar stores the runtime level of the current thread.

Translation of module accesses. V𝑒U𝜔𝜏

Sync(𝑀)𝜔𝜏 ≜ if 𝜏 .ThreadIdVar = 𝑀

then skip

else if 𝜔 (𝑀) < 𝜏 .LevelVar

then

lock 𝜏 .LockVars(𝑀);
unlock 𝜏 .LockVars(𝑀)

else fail

V!𝑀.𝑓 U𝜔𝜏 ≜ Sync(𝑀)𝜔𝜏 ;
!(𝜏 .FieldVars(𝑀, 𝑓 ))

V𝑀.𝑓 ← 𝑒U𝜔𝜏 ≜ let 𝑡𝑚𝑝 = V𝑒U𝜏 in
Sync(𝑀)𝜔𝜏 ;
𝜏 .FieldVars(𝑀, 𝑓 ) ← 𝑡𝑚𝑝

Vcall𝑀.𝑚U𝜔𝜏 ≜ Sync(𝑀)𝜔𝜏 ;
!(𝜏 .MethodVars(𝑀,𝑚)) 𝜏 .ThreadIdVar 𝜏 .LevelVar

Fig. 4. The translational semantics of global state in our language. Sync is a meta-function for code generation

that enforces the correct semantics for module accesses - access from the initializer is always allowed,

and definitely-initialized execution points both assert monotonicity of the runtime level and block until

initialization succeeds.

executed in one thread, and each module initializer is executed in a separate thread forked from the

main one. A single thread per initializer suffices because initializers execute at most once (C3). All
threads share access to the translation variables which model the fields and methods of modules,

and HeapLang’s concurrent semantics allow each thread to take steps at any point.

Module Access Synchronization. Our model restricts executions to those satisfying C1 (where

initialization starts, and potentially finishes, before the first definitely-initialized execution point).

We do this by inserting synchronization code in our translational semantics, leveraging mutual

exclusion (mutex) locks already provided in HeapLang. When creating a thread for each module

initializer, we allocate and acquire a mutex for that thread until the initializer has completed

execution (recording it in LockVars.) Once the initializer thread has completed, we release the

mutex.

Since the mutex is taken while the initializer is executing, it then suffices to make a module’s field

accesses (both reads and writes) and method calls wait on that module’s mutex, before performing

the corresponding operation on the appropriate HeapLang variable (Figure 4). This prevents field

and method use until the initializer has finished execution. By C2, this is all we can do - once the

mutex is released by the initializer, no further synchronization occurs. We note that the mutex
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𝑃,𝑄 ∈ 𝐴𝑠𝑠𝑡 ::= ⊤ | ⊥ | ℓ ↦→𝑝 𝑣 | 𝑀.𝑓 ↦→𝑝 𝑣 | [Token 𝑀]𝑝 | 𝐼𝑛𝑖𝑡𝑀 | ⃝𝑀 𝑃 | 𝑃 ∗𝑄 | . . .

Fig. 5. Assertions in our separation logic.

doesn’t restrict simultaneous field accesses, since the mutex does not guard the access - it only

ensures that the thread for the corresponding initializer has finished executing.

The only exception to this mutex-taking is in the initializer thread of a module itself, since C2
forbids accesses to a module from inside that module’s initializer to block. Therefore, our translation

has access to a thread identifier variable, which marks the thread as either the unique initializer

thread for a particular module, or a non-initializer thread. When performing an access, the module

name is compared against the thread identifier at runtime. If there is a match, the mutex is ignored,

which allows module initializers to access their own module fields and methods without blocking.

This logic is implemented in the Sync code generation function shown in Fig. 4.

Acyclic Module Accesses. Finally, for module accesses we also assert that the access is acyclic. This is
done by assigning threads a runtime level, which can be inspected by the semantics.

7
We then make

each initializer’s runtime level the initialization level of the module it initializes. When a module

access occurs, the current thread’s runtime level is asserted to be strictly above the initialization

level (and thus the runtime level) of the module being blocked on (Figure 4). For non-blocking

accesses, no such check is necessary.

3.3 Program Logic
We formally describe our reasoning principles for global state as a Hoare logic over our core

language. Our program logic is defined using a separation logic assertion language. We also define

how to specify whole programs, including those with module dependencies.

Assertions. Our assertion language is shown in Figure 5. As well as the typical constructor of a

(fractional) heap points-to (𝑥 ↦→𝑝 𝑣) and logical operators, we also define the specialized assertions:

• 𝑀.𝑓 ↦→𝑝 𝑣 , the (fractional) points-to for the field 𝑓 of the module𝑀 .

• [Token 𝑀]𝑝 , the module token of𝑀 .

• ⃝𝑀𝑃 , an assertion under the initialization-guarded modality ⃝𝑀 . The guarded assertion 𝑃

might not hold in the current heap, but will hold once initialization has completed for𝑀 . In

particular, ⃝𝑀⊥ would require that the module initializer for𝑀 does not terminate.

• 𝐼𝑛𝑖𝑡𝑀 , the fact that 𝑀’s initialization has started. This assertion holds no resources and is

duplicable. It is used to eliminate the initialization-guarded modality ⃝𝑀 (see GuardElim).

The modality⃝𝑀 has two roles: it allows us to soundly reason about accessing module invariants

which may not yet have been established (because the corresponding module initializer has not

run), and it allows us to fearlessly access a module invariant after initialization is known to have

completed. It is often useful to be able to "unfold" the module token of a module 𝑀 into a copy

of its module invariant even before 𝐼𝑛𝑖𝑡𝑀 is known. Once 𝐼𝑛𝑖𝑡𝑀 is known, we can then open the

invariant of𝑀 and soundly eliminate the modality at any time (even outside of definitely-initialized

execution points).

7
This comparison must match the partial order for used for initialization levels. We therefore require that partial order to be

representable and comparable at runtime. We believe this is not onerous.
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Hoare triples of assertions. {𝑃} 𝑒 |𝑙Φ {𝑣 . 𝑄}

OpenMInv

0 < 𝑝 {𝑃 ∗ ⃝𝑀Φ(𝑀).MInv(𝑝)} 𝑒 |𝑙Φ {𝑣 . 𝑄 ∗ Φ(𝑀).MInv(𝑝)}{
𝑃 ∗ [Token 𝑀]𝑝

}
𝑒 |𝑙Φ

{
𝑣 . 𝑄 ∗ [Token 𝑀]𝑝

} Φ(𝑀).Level ≤ 𝑙

OpenDupMInv

{𝑃 ∗ ⃝𝑀Φ(𝑀).DupMInv} 𝑒 |𝑙Φ {𝑣 . 𝑄}
{𝑃} 𝑒 |𝑙Φ {𝑣 . 𝑄}

Φ(𝑀).Level ≤ 𝑙

GuardElim

{𝑃} 𝑒 |𝑙Φ {𝑣 . 𝑄}
{⃝𝑀𝑃 ∗ 𝐼𝑛𝑖𝑡𝑀 } 𝑒 |𝑙Φ {𝑣 . 𝑄}

LevelDrop

{𝑃} 𝑒 |𝑙 ′Φ {𝑣 . 𝑄}
{𝑃} 𝑒 |𝑙Φ {𝑣 . 𝑄}

𝑙 ′ ≤ 𝑙

GlobFieldRead

0 < 𝑝{
𝑀.𝑓 ↦→𝑝 𝑣 ∗ 𝐼𝑛𝑖𝑡𝑀

}
!𝑀.𝑓 |𝑙Φ

{
𝑣 ′ . 𝑀.𝑓 ↦→𝑝 𝑣 ∗ 𝑣 = 𝑣 ′

}
GlobFieldStore

{𝑀.𝑓 ↦→ ∗ 𝐼𝑛𝑖𝑡𝑀 }𝑀.𝑓 ← 𝑣 |𝑙Φ {𝑣 ′ . 𝑣 ′ = () ∗𝑀.𝑓 ↦→ 𝑣}

GlobMethodCall

{Φ(𝑀).Methods(𝑚).Pre(𝑣) ∗ 𝐼𝑛𝑖𝑡𝑀 }
call𝑀.𝑚 𝑣 |𝑙Φ
{𝑣 ′ . Φ(𝑀).Methods(𝑚).Post(𝑣, 𝑣 ′)}

Φ(𝑀).Methods(𝑚).MLevel ≤ 𝑙

InitializedI1

{𝑃 ∗ 𝐼𝑛𝑖𝑡𝑀 } !𝑀.𝑓 |𝑙Φ {𝑣 . 𝑄}
{𝑃} !𝑀.𝑓 |𝑙Φ {𝑣 . 𝑄 ∗ 𝐼𝑛𝑖𝑡𝑀 }

Φ(𝑀).Level ≤ 𝑙

InitializedI2

{𝑃 ∗ 𝐼𝑛𝑖𝑡𝑀 }𝑀.𝑓 ← 𝑣 |𝑙Φ {𝑄}
{𝑃}𝑀.𝑓 ← 𝑣 |𝑙Φ {𝑄 ∗ 𝐼𝑛𝑖𝑡𝑀 }

Φ(𝑀).Level ≤ 𝑙

InitializedI3

{𝑃 ∗ 𝐼𝑛𝑖𝑡𝑀 } call𝑀.𝑚 𝑣 |𝑙Φ {𝑄}
{𝑃} call𝑀.𝑚 𝑣 |𝑙Φ {𝑄 ∗ 𝐼𝑛𝑖𝑡𝑀 }

Φ(𝑀).Level ≤ 𝑙

Fig. 6. Selected Hoare logic rules for the core language.

Hoare Logic. The triple {𝑃} 𝑒 |𝑙Φ {𝑣 . 𝑄} for an expression 𝑒 is parameterized by an initialization

level 𝑙 8
and set of module specifications Φ. The rules for these triples are given in Figure 6. All

triples derivable for a set of module specifications are also derivable for any superset of those

specifications. As a consequence, our logic is modular in terms of program modules.

A program triple {𝑃} 𝑒𝜙 {𝑣 . 𝑄} is a specification for the whole program 𝑒𝜙 . Its definition is

shown in Figure 7. A program is specified if there is a set of module specifications which allows for

acyclically specifying the module initializers and methods of all program modules. Each module

initializer is required to establish its duplicable and non-duplicable module invariant. Furthermore,

all methods are required to establish their specifications, though they may do so at any level.

8
We implicitly fix the partial order 𝐿 used for initialization levels.
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Φ ∈ 𝑀𝑜𝑑𝑢𝑙𝑒𝑆𝑝𝑒𝑐𝑠 ≜ 𝐼𝑑 ⇀



Level : 𝐿

MInv : Q→ 𝐴𝑠𝑠𝑡

DupMInv : 𝐴𝑠𝑠𝑡

Methods : 𝑀𝑒𝑡ℎ𝑜𝑑 ⇀


MLevel : 𝐿

Pre : 𝑉𝑎𝑙 → 𝐴𝑠𝑠𝑡

Post : 𝑉𝑎𝑙 ×𝑉𝑎𝑙 → 𝐴𝑠𝑠𝑡





{𝑃} 𝑒𝜙 {𝑣 . 𝑄} ≜



MSpecs :𝑀𝑜𝑑𝑢𝑙𝑒𝑆𝑝𝑒𝑐𝑠

MainSpec : ∃𝑙 . {𝑃} 𝑒 |𝑙
MSpecs

{𝑣 . 𝑄}
InitSpecs : ∀𝑀 ∈ dom(𝜙). ∃𝑙 ′ < MSpecs(𝑀).Level.{∗𝑓 ∈𝜙 (𝑀 ) .Fields

𝑀.𝑓 ↦→ () ∗ 𝐼𝑛𝑖𝑡𝑀
}

𝜙 (𝑀).Init |𝑙 ′
MSpecs

{MSpecs(𝑀).MInv(1) ∗MSpecs(𝑀) .DupMInv}
MethodSpecs : ∀𝑀 ∈ dom(𝜙). ∀𝑚 ∈ dom(𝜙 (𝑀).MethodDefns).

∀𝑣 ∈ 𝑉𝑎𝑙 .
{MSpecs(𝑀).Methods(𝑚).Pre(𝑣) ∗ 𝐼𝑛𝑖𝑡𝑀 }
𝜙 (𝑀).MethodDefns(𝑚) 𝑣 |MSpecs(𝑀 ) .Methods(𝑚) .MLevel

MSpecs

{𝑣 ′ . MSpecs(𝑀).Methods(𝑚).Post(𝑣, 𝑣 ′)}


Fig. 7. Program specifications in our core language.

Level Requirements. Perhaps surprisingly, accessing fields of a module 𝑀 for reading or writing

does not directly impose any restrictions on the initialization level. Instead, the user is required

to prove that initialization has already started (or the current thread is the initializer) using 𝐼𝑛𝑖𝑡𝑀 .

The initializer of𝑀 starts with access to this fact, and can thus justify all of its own field accesses.

In order to prove that initialization has started, and thus obtain 𝐼𝑛𝑖𝑡𝑀 , outside the initializer of𝑀 ,

a level check is required (as in InitializedI1). This can be proved immediately before a definitely-

initialized execution point for𝑀 . In the case of InitializedI2, this requires that we can only learn

𝐼𝑛𝑖𝑡𝑀 once the right-hand side is a value, since initialization is triggered only at this point.

Methods are allowed to have levels below that of their module, to allow for methods which

are called from the module initializer. However, calling these methods from outside the module

initializer would still trigger initialization, so they can only be safely called at the module level or

higher. To call a method at a level below the module level, one must know that initialization will

not trigger, which is implied by the 𝐼𝑛𝑖𝑡𝑀 requirement in GlobMethodCall. Similarly to fields, in

order to use method calls to justify that initialization will be triggered, the initialization level must

be at the module level or higher (InitializedI3).

3.4 Soundness
We show our program logic to be sound in only allowing access to established invariants, and

preventing non-strictly-monotonic initializer blocking. Both of these would result in runtime errors

in HeapLang under our translational semantics. Therefore, it suffices to show the absence of errors

in HeapLang terms generated from source expressions specified by our program logic.

We do this by using theHeapLangweakest-precondition definition generated by Iris for HeapLang

terms; these weakest preconditions are automatically sound by construction. Program triples in
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our program logic are encoded to weakest-precondition statements on the translated output term,

which are then proven. As a result, our program logic ensures source terms are safe to execute

under the translational semantics. The full details of this are explained in the extended version of

this paper [46].

3.5 Initialization Cycle Freedom
We assert that blocking module accesses are strictly monotonic in terms of the runtime levels

involved - so that each initializer can block only on a thread of a strictly lower level. From the

soundness of our logic, we know these assertions always succeed for verified programs. By C2,
we also know that blocking due to initialization only occurs after these assertions. Therefore, at

any point during execution, we can strictly order all runtime threads according to which other

thread they are blocked on, if any. It is a well-known result that this implies that the directed graph

of runtime threads (where edges indicate blocking due to module accesses) is always acyclic [41].

Therefore, our program logic prevents initialization cycles. We do not mechanize this proof beyond

showing that accesses are monotonic.

Moreover, since we prove the absence of failed monotonicity assertions in any verified program,

we know that our soundness result does not rely on the behavior of the model in the case of an

initialization cycle. As such, our result applies to languages with any initialization cycle behavior,

even if it does not result in a program error. The runtime levels themselves can even be elided from

the semantics, since their only purpose is to check the assertions, which always succeed.

4 Implementation
Our technique is applicable to a large set of real languages that support global state, as we show

in this section on two complex, real-world languages with very different initialization systems,

Java and Go. We also demonstrate that our technique can be integrated into existing (automated)

deductive verification tools, VerCors [17], an automated verifier for Java, and Gobra [55] for Go.

Applying our technique to a real-world language requires soundly modeling all constructs in

the language that are relevant for initialization and not present in our model. Additionally, if a

language provides stronger guarantees (e.g., about the time when initializers execute) than we

assume in our logic, we may incorporate these additional guarantees to make our technique more

expressiveness and easier to apply.

4.1 Application to Java
First, we will show how our technique can be applied to a language like Java, which performs

initialization of static fields lazily on a class level. With very minor differences in some details,

everything here also applies to initialization in C# and some other JVM-based languages like Scala.

4.1.1 Additional Language Features and Guarantees. Java offers several important language features

that do not exist in the model described so far, but can be easily incorporated:

First, as stated previously, Java’s constructors can be modeled as static methods of the same class,

reflecting the fact that invoking a constructor will trigger initialization of the new object’s class.

Second, Java supports subclassing in a way that is relevant for initialization. In particular, its

runtime system guarantees that any class’ superclasses are initialized before its own initialization

starts. As a result, it is possible to have indirect cyclic initialization dependencies, if for example

the initializer of class A reads a static field of class Sub, and Sub’s superclass Super’s initializer
reads a field of class A. Since the read in A triggers initialization of Super indirectly by triggering

the initialization of Sub, there is a danger of it causing a deadlock or reading uninitialized data

in a similar way as with direct cyclic initialization dependencies. While not necessary for the
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soundness of our technique, we can easily prevent these indirect cyclic dependencies by enforcing

an additional level constraint: the initialization level of a subclass must be at least that of its superclass.
As a result, subclass initializers can potentially use (duplicable) invariants of their superclass but

not vice versa, as one would expect.

Third, for method overrides in subclasses, as part of ensuring behavioral subtyping [37], we

have to ensure that overriding methods open at most the invariants known to hold when the

original overridden method is called. This constraint can again be enforced by requiring overridden

method’s levels to be at least that of their overrides.

Java’s initialization system offers some guarantees that go beyond the minimal conditions C1-
C3. In particular, Java guarantees that initialization of a class is performed lazily and will start

only when encountering the static field access or method invocation of said class, or before the

similarly-triggered initialization of a subclass. Thus, Java would in principle allow identifying the

exact point at which an initializer will execute, and therefore, e.g., concluding more precisely what

the resulting state of the module is. However, such precise reasoning is inherently non-modular,

since it requires knowing what other code has or has not been executed previously.

4.1.2 Sequential Java. While Java is of course a concurrent language, plenty of existing Java code

executes only sequentially. Many patterns of accessing global state that are not modularly correct

in a concurrent setting are unproblematic in a sequential one. For example, in a concurrent setting,

when opening some module 𝐴’s non-duplicable invariant, we have to make sure that this invariant

is not currently being used or broken by other threads (IC2). We enforce this condition by requiring

the token [Token 𝐴]. As a result, initializers generally cannot open non-duplicable invariants of

other modules unless they obtain the required token via a lock or other synchronization primitive.

However, in sequential Java, no such concurrent accesses are possible and condition IC2 holds

trivially: There is only one thread, and initializers are triggered at clearly defined points in the

execution and running in the same thread. Thus, in this setting, assuming all other conditions are

satisfied, it is always sound (including from initializers) to open any module invariants that are not

already opened by the current thread.
We can adapt our system to this setting as follows: We no longer use tokens to ensure condi-

tion IC2, and instead rely on initialization levels to track which invariants may be opened. To

do this, we observe that since class initialization in Java is triggered only upon the first use of a

class, which in turn is required by our logic to only happen in a context whose initialization level

is higher than that of the class, throughout the entire call stack of the single thread (including

implicitly-triggered static initializers), the initialization level only ever decreases. We can now

enforce a simple additional condition, namely that code that executes while the non-duplicable

invariant of some class with level 𝑙 is opened must be correct (according to the Hoare triple defini-

tion from Sec. 3.3) with a level strictly less than 𝑙 , i.e., said code may only call methods with a level

less than 𝑙 , open invariants of other modules with a level less than 𝑙 , and so on. Effectively, this

condition is equivalent to using LevelDrop to temporarily reduce the current level whenever an

invariant is opened. We also enforce that initializers close all non-duplicable invariants they have

opened before they terminate. This condition suffices to maintain the invariant that if the current
level is greater or equal that of any class 𝐴, then the invariant of 𝐴 holds and can be opened.

As a result, static initializers can directly open the static invariants of classes with lower levels,

which means that initializers may access static fields of (some) other classes without requiring any

additional synchronization, as one would expect in a setting where no other threads can interfere.

Note that this additional freedom does not require changing our core technique and instead directly

results from enforcing an additional condition and incorporating the additional guarantees provided

by the language (Java) and the setting (the absence of multithreading).
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4.1.3 Implementation in VerCors. We have implemented our technique for Java in VerCors [17],

an automated, SMT-based verifier for a number of concurrent languages including Java. Our imple-

mentation supports advanced Java features like subclassing as described in Sec. 4.1.1; additionally,

we have implemented a mode (enabled via a command line flag) that further simplifies reasoning

for sequential code, as described in Sec. 4.1.2.

We were able to easily integrate our technique into VerCors, adding the required specification

constructs and a single encoding pass that translates specifications and adds all relevent proof

obligations. In total, we added or modified a total of ca. 1000 lines of code in VerCors.

We introduced ghost [23] statements that allow users to explicitly open and close module

invariants, or open duplicable invariants. Our implementation is able to automatically eliminate the

initialization-guarded modality whenever initialization of the relevant class has provably finished.

We require users to annotate classes with duplicable and non-duplicable invariant assertions

(with the obvious defaults), and similarly allows annotating methods, constructors, and classes

with initialization levels (in the form of natural number literals) as described in Sec. 2. We choose

default values for initialization levels to be 1 for classes and methods, and 𝑙 − 1 for the initializer of
a class with level 𝑙 . This choice ensures that in code that does not perform or interact with module

initialization or static fields, all level constraints are always satisfied, meaning that no additional

annotation overhead is imposed for code that does not require it.

4.2 Application to Go
Initialization in Go works fundamentally differently from Java; Go offers additional guarantees not

present in Java, but also poses a new challenge. Nevertheless, our technique applies.

4.2.1 Additional Language Features and Guarantees. First, unlike Java’s lazy initialization, Go

performs initialization eagerly. As a result, one may soundly assume that all packages (Go’s notion
of modules) have initialized at the beginning of the main function.

More importantly, the Go compiler guarantees that the package import relation forms a DAG.

Thus, cyclic initialization dependencies between packages are ruled out by the compiler. We can

automatically and modularly infer an assignment of initialization levels per package from the

import relation: if package 𝐴 imports 𝐵, the level of 𝐵 must be lower than A’s level. In addition,

by default, all methods in a package may adopt the package level. With these conditions, level

annotations are necessary only in methods that may be called from the package initializer, which

greatly reduces the number of required annotations.

Since all packages are guaranteed to be initialized when main starts, there is no longer a need

to open and close non-duplicable invariants; instead, conceptually, all non-duplicable invariants

can be opened at the beginning of main and remain open, which also fully eliminates the need for

module tokens. Finally, package initialization in Go is guaranteed to run sequentially, package by

package, in reverse order of imports. Thus, similarly to sequential programs in Java (Sec. 4.1.2),

package initializers in Go may open the invariants of imported packages, as long as they close them

by the end of the initializer. As a result, when applying our logic to Go, we end up with significantly

simpler reasoning just by incorporating language guarantees into the existing technique.

On the other hand, Go also poses a new challenge by allowing multiple initializers in the same

package, spread across different files of the package. This leads to the infamous Static Initializa-
tion Order Fiasco [5], originally identified in C++, where the order in which global variables are

initialized is determined by the order in which files are passed to the compiler. This may cause

unexpected problems as programs evolve. Files file2.go (Listing 5) and file3.go (Listing 6)

provide a contrived, yet demonstrative example. Together, these files constitute the package main,
and each of these files has an initializer (function init). If we follow the Go team’s recommendation
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of passing files in the lexical name order to the compiler [10], the initializer in file2.go runs before
the one in file3.go and the program runs successfully to completion. If we rename file3.go to

file1.go and pass the files in lexicographic order, the two initializers run in the reversed order,

and a panic is caused in line 4 of file1.go, as we try to put a key/value pair in a nil map.

1 package main
2

3 var m map[int]int
4

5 func init() {
6 m = make(map[int]int)
7 }

Listing 5. File file2.go

1 package main
2

3 func init() {
4 m[0] = 1
5 }
6

7 func main() {}

Listing 6. File file3.go

A simple solution (in the spirit of CSL [44]) is to over-approximate all possible orders in which the

initializers of a package may run by modeling each of them as a thread that executes in parallel with

the other initializers in the same package. This treatment requires that the initializer of a file does not

access global variables declared in other files, which can be enforced by defining the precondition

of the initializer of each file to contain only the permissions to the global variables declared in that

file. One can then simply ensure that the package invariant of a package is established after all its

initializer threads conclude.

4.2.2 Implementation in Gobra. We implemented our technique in Gobra [55], a deductive program

verifier for Go. In total, our extension comprises around 900 new lines of code. Our implementation

incorporates the simplifications afforded by the additional guarantees listed in Sec. 4.2.1.

For every package, we introduce two initialization levels: the package level and the level of the

package initializer. The latter is constrained to be lower than the former and higher than all the

package levels of the imported packages. We introduce an annotation mayInit for methods that

should be verified with the level of the initializer, as they may be called during initialization. All

other methods are verified at the package level.

We tested our implementation in Gobra to guarantee it implements the Go language specification

correctly. In the process, we identified a mismatch between the intended semantics for initialization

and the compiled program, which led us to find a previously unknown bug in the Go compiler [2].

This bug was caused by an optimization that rewrites the initializing expression for a global variable

𝑥 without taking into account the effect that functions called during initialization might have on

the value of 𝑥 . In some cases, this bug caused the compiled program to store unexpected values in

global variables after package initialization.

5 Evaluation
To demonstrate both the flexibility and the real-world applicability of our technique, we have

evaluated it in two steps. First, we verified a number of small case studies representing important

usage patterns for global state and initialization, shown in Table 1, using our implementations

in Gobra and VerCors. Second, we applied our technique to a large-scale verification project of a

real-world Go code base [47], for which we specified and verified all usages of global state using

our technique as implemented in Gobra.

5.1 Case Studies
We collected a set of 11 examples representing important coding patterns or showcasing specific

aspects of initialization to demonstrate that our technique is sufficiently flexible to verify different
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Table 1. Verified case studies with total lines of code (LOC), lines of proof annotations (Ann.), the number of

those lines that is specific to the declaration of module invariants, levels and opening and closing module

invariants (MInv.), as well as the verification time in seconds (Time).

Go Java

Name LOC Ann. MInv. Time [s] LOC Ann. MInv. Time [s]

Byte 22 27 8 1.77 18 17 7 1.91

Client* 15 26 9 1.02 13 18 11 1.58

Contexts 35 20 5 1.17 38 21 5 1.34

Counter 24 55 8 1.44 43 59 15 2.03

Fib 14 21 6 0.88 19 18 6 1.41

Fib Conc. 21 29 9 1.37 25 28 9 1.79

Finalizer 47 75 21 33.46 57 59 21 21.35

Names* 42 25 4 2.25 35 24 11 2.26

Singleton* 21 24 2 0.61 24 20 10 4.24

Subclass - - - - 26 10 9 1.35

Theory* - - - - 27 23 11 1.69

idiomatic uses of global state and initializers. We manually translated all applicable examples to

both Java and Go. Since, for example, Go does not have support for subclassing, we only verified

a Java version of that example. For examples marked with an asterisk, we verified the Java code

using the version of our technique adapted for sequential Java discussed in Sec. 4.1.2, since the

code is not thread-safe and thus not correct in a concurrent setting.

Fib is the example from Listing 1, specified and verified exactly as shown, and Fib Conc. is
a thread-safe version of Fib. Counter is the example from Listing 2, adapted so that all calls to

getAndInc are specified to return a fresh value. Byte and Finalizer are (simplified) versions of

code found in the Java standard library and the OpenJDK Java runtime, respectively. The Byte
class allocates a global pool of (immutable) Byte objects (one for every possible byte value) upon

initialization that can then be used by all clients via a duplicable invariant. The Finalizer class
maintains a global doubly-linked list of Finalizer instances for objects that are being garbage

collected and whose finalize methods are to be invoked before they are deleted, which we verify

using a non-duplicable invariant. Singleton is a generic implementation of (a non-thread-safe

version of) the singleton pattern, using a static method to initialize a static field on first access. We

use a duplicable invariant to give all clients read access. The Subclass example declares several

classes and subclasses, and illustrates that our technique correctly rejects (using initialization levels)

classes which introduce cyclic dependencies between static initializers even when they are indirect

via superclass initialization, but allows similar uses that do not lead to cycles. Client and Theory
are examples from Leino and Müller’s work [35]. The former uses a global counter that is read and

incremented every time a new instance of the class is allocated, thus providing a unique identifier

for each instance. The latter shows that their system can be used in a setting with subclassing where

subclasses must satisfy behavioral subtyping [37]; we show that we can support the same setting.

Contexts and Names are two examples from the evaluation of Liu et al.’s static analysis [39].

They are simplified extracts from the Scala compiler which are rejected by their static analysis

because they do not satisfy its initialization-time irrelevance property, but which (as stated by their

paper) constitute cases where the program can nevertheless be regarded as correct. We verify both

examples, i.e., prove that module invariants are established and maintained correctly, showing that

the presence of user-defined invariants allows us to be more precise than a static analysis.
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Table 1 shows the size, number of overall proof annotations, and number of annotations specific

to initialization (i.e., module invariants, levels, and ghost code for opening and closing module

invariants) for each example, as well as the verification time. Verification time was measured on

a laptop with an Apple M2 Max and 64GB of RAM and averaged over 10 runs. The amount of

initialization-specific annotations is low throughout: for our case studies, which emphasize complex

uses of global state, they are, at most, 22% of the total code for the case studies in Go, and at most

25% for those in Java, with the exception of the Client class, where 35% of the total code consists

of initialization-specific annotations. The higher annotation count for this example results from

having to manually provide levels to this class and all its methods, as the default levels do not

satisfy the level requirements. For the other case studies in Java, a substantial amount of the proof

can be performed using the default values for levels.

Our Go case studies tend to require fewer initialization-specific annotations than the ones written

in Java: Gobra requires fewer level annotations and no annotations to open and close non-duplicable

invariants. Apart from these differences, the overall proof structure and the module invariants for

the Go and Java versions of the same code are generally similar, in spite of the different initialization

semantics of both languages, showing that our technique offers a general way of reasoning about

global state and initialization that effectively abstracts over semantic details.

For the most part, our examples verify in a few seconds, which is in line with the verification

time in both VerCors and Gobra for programs of similar size and complexity that do not use global

state and initialization. This suggests that the proof obligations imposed by our technique are not

more difficult to prove than those that are not related to module initialization. In our evaluation,

the Finalizer example stands out for taking multiple tens of seconds to verify in both VerCors

and Gobra. The cause of the long verification time is a method using a module invariant that makes

heavy use of quantifiers and sequences, which are challenging for SMT solvers to reason about.

This is a known issue unrelated to initialization-specific proof obligations.

5.2 Real-World Go Code Base
To demonstrate that our technique scales beyond small case studies, we used it to specify and

verify all uses of global state in the Go implementation of the router for the SCION internet

architecture [48]. This code base comprises around 4.7k lines of Go code that was not written with

verification in mind, and uses complex features of the Go language such as concurrency, interfaces

and closures. We integrated our technique into an existing large-scale verification effort to verify

the entire router code [47], proving memory safety properties as well as protocol compliance.

The code base uses global state mainly for two purposes: (1) to store, in a mutable slice, the

metadata about the types of network paths the router is aware of, and (2) to store immutable values

that are reused throughout the codebase, like error messages. We capture properties about the

former using non-duplicable invariants and properties about the later using duplicable invariants.

In total, we specified properties of global state and package initializers for eight packages, using

duplicable invariants for all eight and non-duplicable invariants for three of them. The resulting

annotation overhead was low, with a total of 67 lines of duplicable invariants and 27 lines of non-

duplicable invariants. Due to the simplifications described in Section 4.2.2, little additional ghost

code was required, with only 30 additional lines of initialization-related ghost code or annotations.

Applying our technique to this code base allowed us to replace previously unjustified assumptions

of properties of the global state by sound, principled reasoning. Compared to the previous version

of the code base, our changes did not slow down verification significantly. In our experiments,

verifying the Go router took on average 45m46s without verifying the proof obligations related to

initialization and opening module invariants, and 47m05s with them enabled, an increase of less

than 3%. This demonstrates our approach scales to larger verification efforts.
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6 Related Work
Module invariants have been suggested as a way to specify the global variables of modules in

various projects. The Java Modeling Language (JML), a specification language for Java adopted by

various deductive program verifiers including KeY [12], Krakatoa [40] and OpenJML [21], proposes

the use of static invariants to specify the expected values in static fields [1]. However, they do

not prescribe a way to modularly check the establishment of these invariants or state at what

program points they may be soundly assumed. To the best of our knowledge, no deductive verifier

for mainstream programming languages supported module invariants prior to this work, including

the aforementioned ones based on JML, other Java verifiers like VerCors [17] and VeriFast [27],

and verifiers for other languages like Gobra [55] for Go, and Leon [15] for Scala.

Leino and Müller [35] propose using static invariants to reason about static fields in a program-

ming language based on a sequential subset of Java and C#. They combine a strict ownership model

for objects (see below) with a partial order on classes, the validity ordering, which prescribes the

order in which classes are initialized. A notion of transitive validity allows them to write concise

specifications. Unfortunately, this validity ordering requires that the initialization of a class runs

before that of its superclasses. This strong restriction is not satisfied by the semantics of languages

like Java and C#. Their approach does not handle concurrency and uses a restrictive ownership

model that rules out referencing an object from two classes, even when sharing is safe, e.g., because

the object is immutable. In contrast, our approach handles subclassing as it occurs in mainstream

languages, supports concurrency, and leverages the full flexibility of separation logic to allow

sharing when it is safe.

Jacobs et al. [28] propose a technique for modular verification of static invariants in multi-

threaded programs written in a Java-like language. Their approach requires that all accesses to
static fields are guarded by a class-level lock, unless all fields of that class are immutable. Our

technique, by contrast, supports a wide variety of synchronization primitives and requires none

when unsynchronized accesses are safe. Jacobs et al.’s approach prevents deadlocks, including

those caused by cyclic initialization dependencies, by imposing an acquisition order on all locks.

Their approach requires that module imports are acyclic, which is enforced by runtime checks. In

contrast, we use initialization levels to prevent cyclic initialization dependencies statically, and

allow for cyclic module imports.

Summers et al. [51] propose an extension to the Visibility Technique from Müller et al. [43] for

verifying static invariants in a sequential Java-like programming language. Their approach imposes

effect annotations on methods, consisting of all classes whose static methods may be transitively

called from that method. To alleviate the need for these annotations, they introduce levels, which

are similar to our initialization levels, but only apply to classes. In their approach, classes at a lower

level may not mention others at a higher level, which prevents mutually defined classes.

All approaches mentioned so far [28, 35, 51] are based on restrictive ownership disciplines [14,

34, 43]. To the best of our knowledge, our technique is the first based on concurrent separation

logic [30, 44], which is more expressive than the aforementioned disciplines, and for which there is

an extensive body of work on reusable reasoning principles for different concurrency primitives

like locks [20, 24, 26] and channels [25, 36, 54].

The Boogie verifier [13] supports global variables, which may be declared with where-clauses [3]
that specify properties that are assumed whenever the variable is havocked. However, these clauses

play a different role than our module invariants. They are used to encode trusted assumptions, rather

than to express verified properties. Mutations of global variables are tracked via modifies-clauses
in method specifications, whereas we rely on separation logic to reason about side effects.
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Liu et al. [39] propose a static analysis to identify common issues in the initialization of Scala’s

singleton objects based on the principle of initialization-time irrelevance, which expresses that the

state of a global singleton object at the end of its initialization should not depend on when that

object is initialized. In contrast, we allow a module’s state after initialization to depend on the

initialization time only if its invariant is guaranteed to hold. Their technique does not consider user-
provided invariants and imposes cumbersome restrictions, e.g., the static initializer of a singleton

object must not perform any (even synchronized!) accesss to mutable global state of another.

Internally, Liu et al.’s analysis makes use of ideas commonly used when reasoning about object

initialization and instance invariants, for which various solutions have been proposed [16, 38, 52].

These works do not address module initialization and instead identify conditions under which

objects may safely escape constructors and non-initialized objects may be accessed. While there

are commonalities with module initialization, reasoning about the latter poses distinct challenges:

Module initialization starts and ends at modularly unknown execution points (unlike constructors,

which are invoked explicitly and eventually return), and global state can be accessed from anywhere

in the code (unlike objects under construction, which must be passed around explicitly).

7 Conclusion
We proposed a practical technique for specifying and verifying programs that make use of global

data. Our technique can be applied to concurrent programs, and to a wide range of programming

languages with varying semantics, including lazy and eager initialization. It allows specifying

modules with invariants, and uses initialization levels, a novel specification construct that can be

used to prevent cyclical initialization cycles and to identify which module invariants are guaranteed

to hold. Furthermore, we show it can be automated in state-of-the-art deductive program verifiers.
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