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Abstract

User-defined equality functions are fundamental in object-oriented pro-
gramming languages like Python. Verifying their correctness, however,
is non-trivial due to subtyping, function overriding, and the limited
support in existing verifiers.

This thesis proposes a modular framework for specifying and verifying
that user-defined equality functions satisfy the properties of an equiva-
lence relation, i.e., reflexivity, symmetry, and transitivity. In particular,
we model equality function applications in a way that the results remain
consistent when objects are cast to more specific subtypes. We integrate
our implementation into Nagini, an automated, modular verifier for
Python programs based on the Viper verification infrastructure.

Since the framework is based on a permission logic, it extends to concur-
rent settings. Our evaluation demonstrates that user-defined equality
functions can be verified in a reasonable amount of time and with an
acceptable annotation and specification overhead for the user.

This work establishes a foundation to enable modular reasoning about
user-defined equality functions in the context of object-oriented pro-
gramming languages.
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Chapter 1

Introduction

Equality is a fundamental concept that is essential across nearly every area of
computer science. In particular, object-oriented programming languages like
Python allow classes to define custom equality methods. However, this added
complexity significantly increases the difficulty of ensuring correctness. This
includes tasks such as verifying that user-defined equality methods satisfy
the properties of an equivalence relation, i.e., reflexivity, symmetry, and
transitivity, and establishing that equality results remain consistent when
objects are cast to more specific subtypes!.

Currently, formal verification support for object equality is limited, especially
for object-oriented programming languages. One notable approach is that
of OpenJML [1], which defines an integer ghost field for each object, whose
value is produced by a unique hashing function. Consequently, two objects
are equal if and only if their hash values are identical. Although promising
in theory, the approach is currently constrained to integers and inherently
non-modular, i.e., two independently verified code examples may not verify
if they are combined. This is because each integer ghost field must be globally
unique, consequently, code examples cannot be verified in isolation, since
otherwise two hash values could be identical, even though the objects are not
equal. Hence, extending the approach to a modular verification system like
Nagini becomes challenging.

In this thesis, we propose a modular approach to verify user-defined equality
functions for Python. In particular, the methodology allows using equality
in specifications, e.g., a method requires its two arguments to be equal.
Additionally, the approach is based on a permission logic and therefore
also works in a concurrent setting. Furthermore, we verify that for user-
defined equality functions, the properties of an equivalence relation hold,

IThis sentence was revised using ChatGPT 40



1. INTRODUCTION

and establish that equality defined for subtypes is consistent with the equality
semantics of their supertypes?.

In Chapter 3, we propose different approaches to encode pure function
overrides. In Chapter 4, we begin by introducing a concept to verify that user-
defined equality functions satisfy the properties of an equivalence relation,
i.e., reflexivity, symmetry, and transitivity. Next, we present a framework
for specifying equality functions that can be overridden. Based on the
two approaches from the previous chapter, we model equality function
applications with different guarantees for completeness and performance (see
Chapter 4). In Chapter 5, we evaluate our solution in terms of performance,
usability, and completeness. Finally, in Chapter 6, we conclude with a
summary and closing remarks.

2This sentence was revised using ChatGPT 4o.



Chapter 2

Preliminaries

In this section, various background concepts are introduced that will be used
throughout this thesis.

2.1 Nagini

Nagini [3] is an automated, modular verifier that leverages type information
obtained from the Mypy type checker [4] to statically verify a rich subset
of Python programs. It functions as a front-end to the Viper verification
infrastructure [6], which uses a variation of separation logic [7] called implicit
dynamic frames [9] (see Section 2.8) and SMT-solvers (see Figure 2.1) for
verification.

The Python source code is encoded into the intermediate verification language
(IVL) Viper by Nagini. Since Viper is a simple, imperative language lacking
many features of the object-oriented Python language, Nagini must encode
Python constructs into simpler Viper representations in a sound way.

Source AST IVL AST

B %f;ﬁ

Frontend

e

Source Errors IVL Errors

Figure 2.1: The architecture of the Viper verification infrastructure. The figure is taken from
page 17 of [2].
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class X:
def foo(self, i: int) -> int:
Requires(i > 0)
Ensures(Result() > 1)
return i + 1

class SubX(X):
def foo(self, i: int) -> int:
Requires(i >= 0)
Ensures(Result() >= 5)
return i * i + 5

Figure 2.2: The function SubX.foo is a behavioural subtype of X.foo.

2.2 Deductive Verification

Nagini and Viper use deductive verification to reason about programs: Each
function has a specification that describes the behaviour of a function. Thus,
function invocations are modelled using preconditions, which must hold
before a call, and postconditions, which are assumed after the function re-
turns. Consequently, deductive verification enables reasoning about essential
properties, such as termination or functional correctness, for example, the
fact that a user-defined function satisfies the properties of an equivalence
relation.

2.3 Behavioural Subtyping

A type satisfies behavioural subtyping [5] if all its functions and methods
comply with the specification of the function or method it overrides. In partic-
ular, the precondition of the overriding function is weakened (or maintained),
and its postcondition is strengthened (or maintained). Nagini ensures that all
method overrides comply with this requirement. In the example in Figure 2.2
the method SubX.foo is a behavioural subtype of X. foo, since the following
conditions hold:

i>0Fi»>o0 (Precondition of SubX is weaker)
int <: int (for type (Result()) in SubX and X)
Result() >= 5|=Result() > 1 (Postcondition of SubX is stronger).

2.4 Pure Functions

Pure functions are deterministic and side-effect free, i.e., evaluate an expres-
sion without modifying any non-local state. Thus, such functions can be



2.5. Constant NotImplemented

# requires len(nums > 0)
def minimum(nums: List[int]) -> int:
cur_min: int = nums[0]
for num in nums[1:]:
if num < cur_min:
cur_min = num
return cur_min

Figure 2.3: Implementation of the minimum function, which computes the minimal integer
cur_min in a given list of integers nums.

used in specifications. In the example in Figure 2.3, the function minimum
computes the minimal integer of the list nums. Since minimum only reads the
values of nums and does not modify any non-local data and does not contain
any non-determinism, it is pure.

2.5 Constant NotImplemented

Python uses the constant NotImplemented, which can be returned in equality
functions, if a specific comparison is not implemented. If a == b is evaluated
and the first equality call, e.g., a.__eq__(b) returns this constant, then
Python also calls b. __eq__(a). If this invocation also returns the constant,
then the initial comparison returns False. Otherwise, Python just returns
the first result. Since we verify symmetry, i.e., a == b and b == a, we do
not require this constant.

2.6 Opaque Functions

Opaque functions hide implementation details, exposing only their specifica-
tion to a caller, i.e., the function signature and contract, but not the function
implementation. If the dynamic type is known, an opaque function foo in
Viper is invoked using (ereveal foo(...)), such that the function definition
is assumed after the call, rather than only relying on its postconditions. In
contrast, calls to transparent (i.e., non-opaque) functions assume the function
implementation by default and therefore cannot be soundly overridden.

2.7 Dunder Methods

In Python, dunder (short for double underscore) methods are special functions
that define operators (e.g., ==, +, >), containment checks (e.g., x in some_list),
assignments (e.g., x.f = 5), etc. for a specific type of object. These methods
can be overridden to change the default functionality.
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class IntVec:
def __init__(self, nums: List[int]) -> None:
self.vec: List[int] = nums

# requires same dimensions
def __eq__(self, other) -> bool:
for i in range(len(self.vec)):
if self.vec[i] '= other.vec[i]:
return False
return True

# requires same dimensions
def __add__(self, other) -> None:
for i in range(len(self.vec)):
self.vec[i] += other.vec[i]

Figure 2.4: A class definition of the custom type IntVec, which overrides multiple dunder
methods.

In the example in Figure 2.4, the type IntVec is defined; it represents an
integer vector x € Z" for some n € IN. By default, the __eq__ method is
inherited from the object class and defined as reference equality, i.e., it is True if
and only if both references point to the same object of type IntVec. However,
__eq__and __add__ are overridden to change == and +, respectively.

When the equality operator == is used, as in the comparison IntVec([1,2]) ==
IntVec([1,2]), the following happens: Since IntVec is not a proper subtype
of the right-hand operand’s type, the left-hand side’s __eq__ function is
called. Hence, the vector elements are compared component-wise instead of
using reference equality. The invocation returns True. A call to the equality
function could also evaluate to False or the constant NotImplemented (see
Section 2.5), which signals that the binary operation is not implemented for
the given ordering of operands. The + operator calls __add__ in a similar
manner and adds other component-wise to self instead of being unde-
fined. Consequently, the statement IntVec([1,2,3]) + IntVec([6,5,4])
sets self (i.e., IntVec([1,2,3])) to have the same value as IntVec([7,7,7]).

2.8 Implicit Dynamic Frames

Implicit dynamic frames (IDF) [9] is a logic that enables reasoning about mu-
table heap data. Only methods or functions that own a permission to a

. . . def
location are allowed to access it. The assertion P = acc(x.f) * acc (y.f)
defines the permission to access the field f of the two objects x and y. The
operator *, called separating conjunction, is used in P; it is defined as ordinary
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# assume class A with one integer field 1 ts defined
OPredicate
def mem(a: A) -> bool:

return Acc(a.i)

def foo(a: A) -> int:
Requires(mem(a))
Ensures (mem(a))
Unfold(mem(a))
res: int = a.i
Fold(mem(a))
return res

Figure 2.5: An example of how predicates are used in Nagini.

conjunction, but x and y cannot reference the same object, i.e., they point to
different heap locations. Otherwise, P is unsatisfiable. Hence, P denotes two
different permissions. Nagini and Viper use IDF to reason about permissions.
In Nagini, Acc(x.f) and Acc(y.f) denotes the same permissions as P.

2.9 Predicates

In Nagini, a predicate is a function that returns a boolean value with a body
that consists only of a single return statement. It is annotated with the
decorator GPredicate. Predicates can also include permissions; to acquire
or give away the permissions, we unfold and fold the predicate, respectively.
Consider the example in Figure 2.5, where the predicate mem is defined. We
require the predicate in the precondition of the method foo. To read or
modify the field a.i, we use Unfold(mem(a)) to acquire the permissions.
Subsequently, we read the value of a. i, save it in the variable res, give away
the permissions using Fold (mem(a)), and return the value of res.

2.10 Predicate Families

Predicate families [8] are used to reason about objects in the presence of
subtyping. In typical Python programs, subclass instances have the same
tields and methods as instances of their superclass with a few additional
tields and/or methods, as illustrated in the example in Figure 2.6. For each
class, we define a method square, which squares all available fields of the
object instance. Since the class SubX is a subtype of X, Nagini checks that
behavioural subtyping holds. Since Acc(self.x) and Acc(self.y) is not
a logical consequence of Acc(self.x), SubX is not a behavioural subtype
according to the definition in Section 2.3, and Nagini reports an error.
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class X:
def __init__(self):
self.x: int = 0

def square(self) -> None:
Requires(Acc(self.x))
Ensures (Acc(self.x))
self.x *= self.x

class SubX(X):
def __init__(self) -> None:
self.x: int = O
self.y: int = 2

def square(self) -> None:
Requires(Acc(self.x) and Acc(self.y))
Ensures(Acc(self.x) and Acc(self.y))
self.x *= self.x
self.y *= self.y

Figure 2.6: The class X and its subclass SubX implement the method square, for which they
require access to different heap locations.

To address this common case, Nagini supports the concept of predicate fam-
ilies, i.e., predicates whose meaning depends on the type of their receiver
argument. In Nagini, predicates can only be extended and not completely
redefined. Hence, if a subclass overrides a predicate of a superclass, then
the subclass predicate is defined as the conjunction of the bodies of both
predicates. Consider the example in Figure 2.7, where we extend the two
classes with a predicate family started() to model the access to all avail-
able fields. The permissions are replaced with the defined predicate in
the square methods to satisfy behavioural subtyping. If self has type
X, then started(self) returns Acc(self.x). If self has type SubX, then
started(self) evaluates to Acc(self.x) and Acc(self.y). In the pred-
icate definition of SubX.started, however, we only include Acc(self.y),
since predicates can only be extended in Nagini. Now the preconditions of
both methods are identical, and Nagini accepts the program.

We can use it in a function squareX, which calls obj.square (see Figure 2.8).
If obj has type X, the function squares the field obj.x. If obj has type SubX,
squareX squares the fields x and y.



Predicate Families

class X:
def __init__(self):
self.x: int = 0

def square(self) -> None:
Requires(self.started())
Ensures(self.started())

Unfold(self.started())
self.x *= self.x
Fold(self.started())

@Predicate
def started(self) -> bool:
return Acc(self.x)

class SubX(X):
def __init__(self) -> None:
self.x: int = 0
self.y: int = 2

def square(self) -> None:
Requires(self.started())
Ensures(self.started())

Unfold(self.started())
self.x *= self.x
self.y *= self.y
Fold(self.started())

@Predicate
def started(self) -> bool:
return Acc(self.y)

Figure 2.7: The same two classes from Figure 2.6, but with the added predicate family started ().

def squareX(obj: X) -> None:
Requires(obj.started())
Ensures (obj.started())
obj.square()

Figure 2.8: We define the method squareX, which takes an instance of X.






Chapter 3

Pure Function Overrides

Prior to this thesis, Nagini only allowed overriding impure functions, here-
after referred to as methods, to comply with the naming conventions of Viper.
We extend Nagini to also include the overriding of pure functions, hereafter
referred to as functions, as described in Section 3.1. Furthermore, behavioural
subtyping checks were limited to methods. We have generalised this mecha-
nism to also support functions (see Section 3.2). We use these additions to
encode overridden opaque function applications in Viper, as described in
Section 3.3.

3.1 Opaque Function Support

By default, Nagini shows that for each call to a dynamically bound method,
the preconditions of the statically bound method are satisfied. Additionally,
it is verified that behavioural subtyping (see Section 2.3) holds. Hence, the
postconditions of the overridden method are stronger (or maintained), clearly
satisfying the specification of the statically bound method. Consequently,
we can assume the postconditions of the overridden method after a call.
Furthermore, the current verifier may use the function definition (in addition
to its postconditions) for every function call, unlike method calls, which only
use its contract.

We extend Nagini as follows: We treat pure functions overrides similarly to
method overrides. By default, we mark functions as opaque. This ensures
that the caller learns only the specification and not the implementation of a
function (see Section 2.6). Additionally, behavioural subtyping is verified to
hold for each function and its overrides. Hence, for each dynamically bound
function call, Nagini shows that the preconditions of the statically bound
function hold and assumes its postconditions.

If function implementations, rather than just contracts, were used during

11
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class X:
Q@Pure
def foo(self, i: int) -> int:
Ensures(i >= 0)
return i * i

class SubX(X):
@Pure
def foo(self, i: int) -> int:
Ensures(i >= 1)
return i **x 4 + 1

Q@Pure
def bar(x: X, y: X):
i=2
a=x.foo(i) #a=2%*2=/
b =y.foo(i) #b =274 + 1 =17
assert a != Db
x = XO
y = SubX()
bar(x, y)

Figure 3.1: Motivational example highlighting the need for opaque functions when overriding
functions.

verification, unsoundness could be introduced as illustrated in the example in
Figure 3.1. The function bar declares the parameters x and y with static type
X; however, y has the type of SubX at runtime. According to the definitions
of X.foo and SubX.foo, the function calls x.foo(i) and y.foo(i) yield
2-2=4and2*+1=17, respectively. If, instead, the function definitions
associated with the static types were used during verification, y.foo (i)
would have returned 4, leading to a violation of the assertion assert a != b.
Therefore, to ensure soundness, we treat all overridden functions and their
corresponding overrides not only as pure, but also as opaque. Furthermore,
we implicitly define functions that are not subject to overriding as opaque
to minimise annotation overhead, but they can be set to transparent, i.e.,
non-opaque, by using the €Transparent decorator.

3.2 Override Check Encoding

As with impure methods, we also require pure functions to satisfy be-
havioural subtyping. As mentioned in Section 2.3, an overriding func-
tion must comply with the specification of the overridden function. Con-
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3.3. Modelling Overridden Function Applications

sider the example in Figure 3.2, which uses arbitrary preconditions P and
P', and postconditions Q and Q. We define an override check function
SubX_bar_override_check in Viper with the same contract as X.bar, differ-
ing only in the type of the parameter self, which has the type SubX instead of
X. The body of the override check function consists of a call to the overriding
function SubX.bar, which is opaque. This allows the verifier to prove that
SubX.bar complies with the specification of the function it overrides, i.e., that
we have:

PEP (Precondition of SubX is weaker or maintained)
QEQ (Postcondition of SubX is stronger or maintained).
class X:
Q@Pure

def bar(self, i: int) -> int:
# requires P
# ensures (@

class SubX(X):
Q@Pure
def bar(self, i: int) -> int:
# requires P’
# ensures @’

function SubX_bar_override_check(self: Ref, i: Ref)
requires type(self) <: SubX
requires type(i) <: int
requires P
ensures Q
{
res := SubX_bar(self, i)
}

Figure 3.2: Encoding the behavioral subtyping check for the Python class X and its subclass SubX
in the Viper function SubX_bar_override_check. The example is adapted from the example on
page 39 of [2].

3.3 Modelling Overridden Function Applications

If someone calls x.foo() on some receiver of type X, what should they be
allowed to assume, and how can that be encoded into Viper? To address
this question, we explore multiple approaches to encode applications of pure

13
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overridden functions into Viper!. We present two possibilities in this section,
each with different trade-offs regarding performance and completeness. In
the first option, we utilise a merge function, as described in Subsection 3.3.1.
In the second approach, we encode an extended contract-only version for each
function, additionally ensuring compliance with the supertype’s specification,
as detailed in Subsection 3.3.2.

3.3.1 Merge Function-Based Encoding

The first approach to encoding pure overridden functions into Viper is to
define a merge function that aggregates all the pre- and postconditions of
both the overriding and the overridden functions in its contract.

Consider the example in Figure 3.3, which shows a function A.foo and its
overriding function B.foo. Behavioural subtyping is satisfied. The result-
ing merge function A_foo_merged combines the pre- and postconditions of
all relevant classes into a single contract. First, type and null checks are
encoded, which are identical to those in A.foo. Next, the preconditions
are encoded using one conditional expression that distinguishes the classes
using subtyping checks. For each type, the conditional expression contains
a subtyping check as the condition and the corresponding precondition as
the resulting expression. If self is of type B, then i > 0 holds. If self is
of type A, the alternative case applies, i.e., i > 2 holds. Subsequently, the
type checks for the return values are encoded. Finally, the postconditions
are encoded as implications, where the antecedent consists of the relevant
subtyping check and the consequent corresponds to the postcondition of the
appropriate function (e.g., A.foo or B.foo)2.

The preconditions are in reverse topological order with respect to the class hi-
erarchy. Thus, the condition type(self) <:B() ? wunbox(i) > 0 is placed
before type(self) <: A() ? wunbox(i) > 2, since B <: A. This ordering
prevents a situation where a precondition of the overridden function incor-
rectly holds. Consider the example shown in Figure 3.4, where self is of
type B. Then, i > 0A i > 2 =1i > 2 must hold since B <: A. However, this
is unsound, due to the fact that the precondition of B. foo only requires the
weaker precondition i > 0. B. foo should be callable with the values i =1
or i = 2, in contrast to A.foo, which requires i > 2.

For postconditions, implications can be used, as the postcondition of the
overriding function may only be strengthened (or maintained). Conse-
quently, the postcondition of the overridden function still holds, e.g., for
B.foo Result() > 5 AResult() >3 = Result() > 5.

IThis sentence was revised using ChatGPT 4o.
’This sentence was revised using ChatGPT 4o.
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class A:
QPure
def foo(self, i: int) -> int:
Requires(i > 2)
Ensures(Result() > 3)
return i + 1

class B(A):
QPure
def foo(self, i: int) -> int:
Requires(i > 0)
Ensures(Result() > 5)
return i + 5

0 function A_foo_merged(self: Ref, i: Ref): Bool

1 requires type(self) <: AQ)

2 requires type(i) <: int()

3 requires self # null

4 requires type(self) <: B() ? unbox(i) > 0

5 (type(self) <: A() 7 unbox(i) > 2 : true)
6

7 ensures type(self) <: B() = type(result) <: int()
8 ensures type(self) <: A() = type(result) <: int()
9 ensures type(self) <: A() = result > 3

10 ensures type(self) <: B() = result > 5

11

Figure 3.3: Encoding of the merge function A_foo_merged, which combines the contracts of
the two functions A.foo and B.foo.

function SomeClass_foo_merged(self: Ref, i: Ref): Bool

requires type(self) <: A()) ==> unbox(i) > 2
requires type(self) <: B()) ==> unbox(i) > 0

= W N = O

Figure 3.4: A merge function that encodes preconditions using implications instead of a conditional
expression.

15
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@opaque ()
function SubX_foo(self: Ref, i: Ref): Ref
requires type(self) <:SubX()

ensures unbox(i) >=1

box (
power (unbox (i), 4) + 1
)
}

function SubX_foo_extended(self: Ref, i: Ref): Ref
requires type(self) <: SubX()

ensures unbox(i) >=1
ensures result == X_foo(self, i)

Figure 3.5: Encoding of SubX.foo and its extended function into Viper.

When a user calls A.foo or B.foo, we translate the invocation to a call to the
corresponding merge function. For instance, if B() . foo(5) is used, Nagini
verifies that the precondition corresponding to the type B of A_foo_merged is
satisfied. In particular, it checks that i is of type int, that i := 5 > 0 holds, etc.
Finally, the corresponding postcondition Result () > 5 A type(Result()) <:
int is assumed.

3.3.2 Extended Function-Based Encoding

An alternative to using a merge function is to extend each function with
an additional postcondition that ensures compliance with the supertype’s
specification. We impose an additional restriction that the precondition of the
overridden function is not weaker, otherwise, the added postcondition may
not be well defined. First, we verify that the function satisfies behavioural
subtyping, as detailed in Section 3.2. Next, we create a contract-only version
of the function and add a postcondition that ensures compliance with the
supertype’s specification. Consider the example in Figure 3.5, where the
class SubX from the example in Figure 4.10 is encoded into Viper. Since
SubX.foo overrides X.foo, the postconditions of SubX are extended with
ensures result == X_foo(self, other). Finally, all calls to SubX.foo dur-
ing verification are redirected to this extended function.

3.3.3 Trade-Offs in Override Encoding

If we use a single merge function, the completeness is improved in com-
parison to the extended function approach, because of the incorporated
subtyping checks. They enable the verifier to reason using exact runtime
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information, rather than relying solely on static type information®. However,
the introduction of the merge function may lead to performance degradation.
In contrast, the extended function approach ensures compliance with the
supertype’s specification. Hence, the performance is increased at the cost
of reduced completeness, due to the fact that only static type information is
available for the verifier. The evaluation details are described in Chapter 5.

3This sentence was revised using ChatGPT 4o.
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Chapter 4

Object Equality Reasoning

In Section 4.1, we describe the verification of the equality function’s defini-
tion, showing how to modularly prove that a user-defined equality function
satisfies the properties of an equivalence relation. The Section 4.2 illustrates
the specifications of all built-in and user-defined equality contracts, the defi-
nition of the predicate family state, and the modelling of equality function
applications.

4.1 \Verifying Equality Function Definitions

We want a modular and sound verification approach. Hence, two indepen-
dently verified code examples should still verify if they are combined in a
module, for example. Soundness is required, as otherwise the verification
results would be practically meaningless. Additionally, completeness and
efficient performance are desirable properties; we aim to enable verification
for as many programs as possible and to do so within a reasonable amount
of time.

Furthermore, we aim to establish that equality defined for subtypes is consis-
tent with the equality semantics of their supertypes. Consider the example
in Figure 4.1. The function foo compares its two arguments o1 and o2 twice.
First, they are compared for equality when only static type information is
available. Subsequently, if both are instances of integers, their casted versions
are compared. Nagini should be able to successfully verify that if we have
ol == 02, then i1 == i2 should also hold.

We use Nagini to independently verify that all user-defined equality functions’
postconditions are provable assuming their preconditions. Additionally,
we prove that the equality functions comply with the supertype’s equality
specification, as detailed in Section 3.2.

In this section, we aim to verify the following properties:
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def foo(ol: object, 02: object):
tmp = ol == o2
if isinstance(ol, int) and isinstance(o2, int):
il = cast(int, ol)
i2 = cast(int, o02)
assert tmp == (il == 1i2)

Figure 4.1: Example demonstrating the problem of equality consistency.

Modularity

Reflexivity

Symmetry
¢ Transitivity

For each user-defined equality function C.__eq__ we encode a modularity
postcondition (see Postcondition 4.1), a reflexivity postcondition (see Post-
condition 4.2), a method to verify symmetry (see Figure 4.5), and a method
to prove transitivity (see Figure 4.6).

We introduce the notation a ==y b for some references a and b. This denotes
that a and b are compared for equality according to the implementation or
contract of X. __eq__, depending on whether the dynamic type of a is known.
Hence, a is an instance of type X. The exact encoding of these calls into Viper
is discussed in Section 4.2.4. For now, we assume thata ==y band b ==y a
are encoded as calls to two distinct functions in Viper, representing X. __eq__
and Y.__eq__, respectively.

4.1.1 Modular Verification

By modular verification, we mean that if all components of a program are
verified in isolation, then they must also verify when combined. Consider
the example in Figure 4.2, where two classes X and Y are defined. Suppose
class Y is unknown when verifying X. An instance of X might be equal to an
instance of Y, if the values of self.i and other.i are identical. However, we
cannot ensure that the equality function of Y behaves the same way, since Y is
unknown when X is verified. Thus, symmetry might be violated.

To prevent this, we establish for each class X a set of mentioned classes My such
that an instance of X can only be equal to instances of subtypes of classes in
Msx. Thus, if we check symmetry between X and all classes in My, we know
that there is no currently unknown type Y whose instances an X instance
might be equal to, for which symmetry is violated: All X instances are not
equal to any instances of types not in Mj.
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# Suppose class Y is unknown when vertifying X
class X:
def __init__(self, i: int):
self.i: int = 1

def __eq__(self, other: object) -> bool:
if hasattr(other, 'i') and self.i == other.i:
return True
return False

class Y:
def __init__(self, i: int):
self.i: int = i

Figure 4.2: Motivational example illustrating problems in modular verification.

class X:
def __eq__(self, other: object) -> bool:
if type(other) in (A, B) or type(self) == type(other)
return True
return False

Figure 4.3: Example illustrating the definition of My in 4.1.

Definition 4.1 Let S be the set of all user-defined classes. The mentioned set My
for a class X € S that implements an equality function f, contains all explicitly
mentioned classes C € S defined within its function body. Consequently, My C S
holds.

My :={C| C e Sand C € body(f) is explicitly mentioned }

For the example in Figure 4.3, the mentioned set for X.__eq__ is My =
{A, B}, since only the classes A and B are explicitly mentioned; the class X is
implicitly mentioned.

Definition 4.1 enables the use of the following postcondition in each equality
function’s contract:

ensures result — < \/ type(other) <: C) \%

CeMy (4.1)

type(self) == type(other)

If result is true, other must either be an instance of one of the classes
explicitly mentioned in My, or must have the same type as self.

Consider the example in Figure 4.2 again. If we add the postcondition in 4.1
to both equality functions, then an instance of X can only be considered equal
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to some instance of Y if both Y € My and X € My hold. Consequently, with
the added postcondition, Nagini now rejects the example.

4.1.2 Verifying Reflexivity

With modularity now established, we can proceed to the properties of an
equivalence relation. We begin by considering reflexivity. We aim to prove
that for a and a’, which are aliases of type A, the condition a ==, a’
is satisfied. We add the following postcondition to each custom equality
function, to verify that reflexivity holds:

ensures self == other — result (4.2)

If self is an alias of other, result is true. Consequently, we add the
postcondition 4.2 to each user-defined equality function to enable Nagini to
verify whether reflexivity holds.

4.1.3 Verifying Symmetry

The second property of an equivalence relation, symmetry, is more involved
to verify than reflexivity. We want to verify that for two given instances self
and other of types X and 0, respectively, the condition self ==y other —
other == self is satisfied. Since X and 0 may be distinct types, we must
establish symmetry between potentially two different equality functions.

Additionally, we exploit the fact that for each user-defined equality function,
the modularity postcondition 4.1 holds. Hence, for each class X, we want
to show the following: If self ==y other returns true, then for any class
C € My, if other is an instance of C, then other == self evaluates to true.
Or if self and other have the same type, we aim to prove: If self ==y other
returns true, then other ==y self also evaluates to true.

Consider the example in Figure 4.4, where two classes A and B are defined
with B <: A. Because B inherits the equality definition from 4, every instance
of A or B is equal to every instance of A or B. Ideally, we could encode symme-
try as a postcondition, analogous to reflexivity, additionally allowing every
caller to learn that the function is symmetric. However, this would introduce
a cyclic dependency between the two proof obligations. The postcondition of
A.__eq__would include other ==g self and the postcondition of B. __eq__
would include other ==, self. Hence, Viper could not verify symmetry in
this case.

To prevent the issue of mutual recursion, we propose the following approach:
For each class X € S and the associated set My := {Co,Cy, ..., Cy, }, where
kx € IN and My is ordered in reverse topological ordering with respect to
the class hierarchy, we encode the method illustrated in Figure 4.5.
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4.1. Veritying Equality Function Definitions

class A:
def __eq__(self, other: object) -> bool:
# ensures type(other) == A or type(other) == B ==> result
if type(other) == A or type(other) == B:
return True
return False

class B(A):
pass

Figure 4.4: Motivational example demonstrating the problem of mutual recursion.

method X___eq___check_symmetry(self: Ref, other: Ref) {
var res: Ref
assume type(res) <: bool()
assume type(self) == X()

assume

( \/ type(other) <: Ci> V type(self) == type(other)
C; EMy

inhale acc(state(self), wildcard)

inhale acc(state(other), wildcard)

assume Body(self ==y other)[__eq__ — eq]

if (type(self) == type(other) {
assert Body(other ==y self)[__eq__ > eq]

} elseif (type(other) <:Cp) {
assume Posts(other ==¢, self) [__eq__ > eq, result — res]
assert res

Yoo A

} elseif (type(other) <:Ci ) {
assume Posts(other ==¢, self) [__eq__ > eq, result > res]

assert res

Figure 4.5: A Viper method to modularly prove symmetry of an equality function X__eq__.
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Conceptually, we assume that self is equal to other according to the imple-
mentation of the equality function of type X. Subsequently, we verify that
other is equal to self according to the definition of equality for each possible
type other may have. Depending on the situation, the implementation or
only the contract is used.

The verification process should be modular, i.e., code examples verified in
isolation also verify combined. However, many equality functions call other
equality functions in their implementations, e.g., on fields of the current class.
If we just naively called all these equality functions, we could depend on
lots of other user-defined equality functions, for which we also aim to prove
the properties of an equivalence relation. Hence, the initial equality function
cannot be verified in isolation, as it could depend on other user-defined
equality functions. To prevent this, we substitute all recursive calls to the
domain function eq, which satisfies all properties of an equivalence relation.

The method has two distinct components: The first part consists of the
initial assumptions and variable declarations (from line 2 to 7). The method
assumes that self is of type X, as the method is generated for all classes
X € §. Next, the type of the local variable res is assumed to be of type
bool. The purpose of the variable will be discussed shortly. Subsequently,
we assume that other is either an instance of one of the classes in My, or has
the exact same type as self, i.e., X. This is the consequent of the modularity
postcondition 4.1. Then, we inhale a wildcard amount of the permissions
required by the corresponding precondition of self ==x other, i.e., the
permissions to the fields of self and other. Finally, we assume the body of
self ==y other to be true, where all recursive calls to equality functions
are substituted with the domain function egq.

The second component consists of verifying that the equality function call
with flipped arguments holds, i.e., other ==q self, where 0 := type (other)
(from line 8 to 21). We perform a case distinction on the type of other. In
the first case, self and other have the same type X, hence, we assert that the
body of other ==y self is true. Additionally, all recursive calls to equality
functions are substituted with the domain function eq. Next, we encode a
case for each C; € My, where i € {0,..., kx}. Each case has the following
structure: If other is an instance of the current class C; € My, then we
assume the postcondition of the call that compares other to self according
to ==¢,. All recursive calls to equality functions are also substituted with the
domain function eq. Additionally, the result variable in the postconditions
is replaced with the variable res to locally capture the guarantees for the
result of the call. Finally, we assert that res is true to verify that the equality
function call with flipped arguments returns true.
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Soundness

To begin with, the substitution of recursive calls to equality functions with
the domain function eq, which is assumed to be an equivalence relation, is
sound. This is because we only prove the implication: assuming that all
other user-defined and built-in equality functions, as well as all recursive
calls to X. __eq__, satisfy the properties of an equivalence relation, it follows
that X.__eq__ itself is also an equivalence relation. Since the assumption is
independently verified for all other custom equality functions, the conclusion
holds. Second, we inhale all necessary permissions between lines 5 and
6, i.e., the ones required in the precondition of ==y. This is sound, since
we only want to verify symmetry in cases where X.__eq__ can be invoked,
and in those situations, this precondition must have been established. If
the precondition is unsatisfiable (e.g., contains false), the function cannot
be called, and we do not need to show symmetry. However, there can be
well-definedness issues anywhere in the method, e.g., a function call fails due
to missing permissions not covered by the inhale statements. Third, we are
allowed to assume that the implementation of X’s equality function is true,
due to the assumption on line 3 that self has the exact type X. Consider the
example where the implementation of self ==y other is false. Then we
assume false on line 7 and the lines between 8 and 21 are skipped. In the
method generated for the type of other, namely 0, we either assume false
too and symmetry holds, or otherwise one of the latter assertions must be
violated, signalling that the two functions are not symmetric. Finally, we
consider the following cases.

Case 1 - type(self) == type(other):

Since type(self) == type(other) holds, the branch on line 9 is taken
regardless of the elements contained in Mx. Based on the assumption on
line 4, and the assertion on line 9, we establish that self == other —
other == self and in both cases, the implementation of ==y is utilised.
This is valid because both self and other have the exact type of X.

Case 2 - My # O N type(self) # type(other):

For each C; in My, where i € {0, ..., kx}, a conditional branch is encoded, e.g.,
the branch on line 11 for Cp. In each branch, we assume the postcondition of
self ==, other. The guarantees provided by the result of the invocation
are transferred to the local variable res, which we subsequently assert to be
true. As a result, we obtain:

VC; € My (self ==y other = other ==, self) (4.3)

Thus, it is possible to verify whether symmetry holds in each of the cases
discussed above.
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4.1.4 \Verifying Transitivity

Verifying transitivity is similar to proving symmetry. For the given instances
self, otheri, and other2 of types X, 01, and 0, respectively, we aim to prove
that self ==y otherl A otherl ==g, other2 = self ==y other2 holds.
Since X, 01, and 0, may be different types, we must establish transitivity
between potentially three distinct equality functions.

Ideally, we could encode transitivity as a postcondition, allowing every
caller to learn that the equality function is transitive. This would require
permissions to access an arbitrary object, which cannot be obtained within a
postcondition in Viper. Hence, we propose the following approach: For each
class X € S and the associated set My := {Co,Cy,...,Cy, }, where kx € N
and My is ordered in reverse topological ordering with respect to the class
hierarchy, we encode the method illustrated in Figure 4.6.

Conceptually, we assume that self is equal to otherl and equal to other2
according to the implementation of the equality function of type X. Addi-
tionally, we exploit the fact that the modularity postcondition 4.1 holds; we
know that self can only be equal to other1 instances of type X, or instances
of subclasses of C; € My. The same holds for instances of other2. Since we
additionally assume that symmetry holds, it suffices to show that other1
is equal to other2 according to the equality definition each possible type
otherl may have. Depending on the situation, the implementation or only
the contract is used.

The method has two distinct components: The first part consists of the
initial assumptions and variable declarations (from line 2 to 11). The method
assumes that self is of type X, as the method is generated for all classes X € S.
Next, the type of the local variable res is assumed to be of type bool; it is
used for the same purpose as in the Figure 4.5, i.e., to capture the guarantees
of the result of the subsequent call in the second component. Subsequently,
we assume that otherl and other2 are instances of one of the classes in
My, or have the same type as self, i.e., X; this is the consequent of the
modularity postcondition 4.1. In particular, it is possible that other1 has the
same type as self while other2 is an instance of one of the classes in My, or
vice-versa. Then, we inhale a wildcard amount of the permissions required by

the corresponding precondition of self == otherl and self ==y other2,
i.e., the permissions to the fields of self, other1, and other2. Finally, we
assume the implementation of self == other1l and self ==y other2 to

be true, where all recursive calls to equality functions are substituted with
the domain function eq.

The second component consists of verifying that the equality function call
otherl ==q, other2 returns true, where 0; := type(other1) (from line
12 to 22). We perform a case distinction on the type of otheri. In the first
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0 method X___eq___check_transitivity(self: Ref, otherl: Ref, other2
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{

Ref)

var res: Ref

assume type(res) <: bool()
assume type(self) ==XQO
assume

\/ type (otherl) <:C; | V type(self) == type(otherl)
CieMx

assume

\/ type (other2) <:C; | V type(self) == type(other2)
CieMx

inhale acc(state(self), wildcard)
inhale acc(state(otherl), wildcard)
inhale acc(state(other2), wildcard)
assume Body(self == otherl)[__eq__ — eq]
assume Body(self ==y other2)[__eq__ > eq]
if (type(self) == type(other1)) {
assert Body(otherl ==y other2)|
} elseif (type(otherl) <:Cp) {
assume Posts(otherl ==, other2) [__eq__ +— eq, result — res]
assert res

Yoo A

eq__ eq}

} elseif (type(otherl) <:Cp) {
assume Posts(otherl ==¢, other2) [__eq__ > eq, result — res]

assert res

Figure 4.6: A Viper method to modularly prove transitivity of an equality function X___eq__.
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case, self and other1 have the same type X, hence, we assert that the body
of otherl ==y other2 is true. Additionally, all recursive calls to equality
functions are substituted with the domain function eq. Next, we encode a case
for each C; € My, where i € {0, ..., kx}. Each case has the following structure:
If other1 is an instance of the current class C; € My, then we assume
the postcondition of the call that compares other1 to other2 according to
==g,. All recursive calls to equality functions are also substituted with the
domain function eq. Additionally, the result variable in the postconditions
is replaced with the variable res to locally capture the guarantees for the
result of the call. Finally, we assert that res is true to prove or disprove that
the equality function call otherl ==, other2 holds.

Soundness

First, analogous to symmetry, substituting any recursive call to an equality
function with the domain function eq is sound. This is because we only prove
the implication: assuming that all other user-defined and built-in equality
functions, as well as all recursive calls to X.__eq__, satisfy the properties of
an equivalence relation, it follows that X.__eq__ itself is also an equivalence
relation. Since the assumption is independently verified for all other custom
equality functions, the conclusion holds. Second, we inhale all necessary
permissions between lines 7 and 9, i.e., the ones required in the precondition
of self == otherl and self == other2. This is sound, since we only
want to verify transitivity in cases where X.__eq__ can be invoked, and
in those situations, this precondition must have been established. If the
precondition is unsatisfiable (e.g., contains false), then the function cannot
be called, and we do not need to show transitivity. However, there can be
well-definedness issues anywhere in the method, e.g., a function call fails
due to missing permissions not covered by the inhale statements. Third, we
are allowed to assume that the implementation of X’s equality function is
true on lines 10 and 11, due to the assumption on line 4 that self has the
exact type X. Finally, we consider the following cases.

Case 1 - type(self) == type(otherl):

Since self and otherl have the same type, the branch on line 13 is taken
regardless of the elements contained in My. Based on the assumptions on
lines 10 and 11, the already established symmetry, and the assertion on line
13, the resulting value is bound to res. Thus, by asserting res is true, it is
verified whether transitivity holds. Conceptually, we obtain:

otherl ==y self A self ==y other2 — otherl ==y other2 (4.4)

Since all exact types are known, the function definition is utilised for each
proof.
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Case 2 - My # O N\ type(self) # type(otherl):

For each C; in My for i € {0, ..., kx}, a conditional branch is encoded, e.g.,
the branch on line 15 for Cy. Based on the assumptions on lines 10 and 11,
the already established symmetry, and the corresponding assumption of the
postcondition of otherl ==, other2, the resulting value is bound to res.
Conceptually, we have that:

V0; € Mx(otherl ==, self A self ==y other2

(4.5)
= otherl ==, other2)

Thus, it is possible to verify whether transitivity holds in all cases discussed

above.

Hence, we modularly verify that each user-defined equality function satisfies
the properties of an equivalence relation or reject it otherwise.

4.2 Specifications of Equality Functions

In this section, we present a framework for specifying equality functions
that can be overridden. For this, we define the contract for object equality,
as described in Subsection 4.2.1. Next, we propose the predicate family
state, which enables reasoning about permissions of different types while
satisfying behavioural subtyping (see Section 4.2.2). Subsequently, we present
the contracts for all built-in subtypes of object, as described in Section 4.2.3.
Finally, we model equality function applications, as illustrated in Section 4.2.4.

4.2.1 Object Equality Contract

We proceed to define the object equality contract, as illustrated in Figure 4.7.
It is important because it establishes minimal properties that all equality
definitions must adhere to; it should be as strong as possible while allowing
all reasonable implementations. In the two preconditions, we require access
to the predicate family state, which is intended to include all necessary
permissions needed. The predicate state and the function stateless will
be defined shortly in Subsection 4.2.2. Next, we add a postcondition for
None equality. Finally, we add two postconditions to ensure the desired
properties of the equality operator ==, i.e., reflexivity (except for floating
points) and symmetry. Floating-point numbers are not included in the reflex-
ivity postcondition, due to their inaccurate encoding. Consider the example
0.1 + 0.2 == 0.3 in Python; it returns False due to small rounding errors.
Transitivity, however, cannot be encoded as a postcondition, as in Viper, we
do not have access to the predicate family state for some arbitrary object.

We use the object equality contract as a base and ensure that each user-defined
and built-in equality override satisfies behavioural subtyping.
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def object___eq__(self, other: object) -> bool:
requires —stateless(self) = Acc(state(self))
requires -—stateless(other) = Acc(state(other))
ensures self == None —
result == (other is None)
ensures type(other) <. float() = self is other = result
ensures result == (other ==;pject self)

HH HHHHR

Figure 4.7: The object equality contract.

4.2.2 Predicate Family state

Equality functions typically access the state of the objects they are compar-
ing, and therefore require permission to those heap locations. They differ
from type to type. Consider the example previously mentioned in Sec-
tion 2.10, where a type A requires Acc(self.i), but the subtype B requires
Acc(self.i) and Acc(self.j). Since the precondition in the subtype is
strengthened, B is not a behavioural subtype of A.

To allow different types to require access to distinct heap locations and satisfy
behavioural subtyping, we define a predicate family called state (see Sec-
tion 2.10). If a subclass overrides the predicate state of a superclass, then the
subclass predicate state is defined as the conjunction of the implementation
of both predicates. It is intended to contain permissions to all heap locations
required by the equality function of a given object. For example, if self is a
list, accessing state (self) should give the permissions to the heap locations
of all elements in the list. For the base type object, the state predicate is
defined as true.

We use state in the object equality contract (see Figure 4.7) and therefore
also in all other classes that require access to heap locations in their equality
functions. Hence, in a typical equality function, we access state to acquire
the necessary permissions for built-in collections and fields of custom object
instances that are involved when comparing two arbitrary Python objects
for equality. For example, it is required in the preconditions of the equality
merge function, as will be discussed in Section 4.2.4.

Consider the example where two integers are compared within a function
foo. To perform the comparison, the function requires access to the predicate
family state and must unfold state before the comparison and fold it again
afterwards. Hence, even for inherently stateless objects such as integers, all
of this additional overhead is required. To solve this problem, we define a
function called stateless, as illustrated in Figure 4.8. As the name suggests,
this function returns true if and only if the argument is stateless, i.e., an
instance of any primitive type p € P or a tuple of stateless objects. We
require the state predicate family only for non-stateless objects. Thus, when
we compare two integers, no predicate folding is necessary.
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0 def stateless(x: object) -> bool:

1

# ensures result ==

(\/ isinstance(x, T)) \% <isinstance(x, tuple) A /\ stateless(y)))

TEP yEX

Figure 4.8: The stateless function definition.

Collection Predicates state

Collections are inherently stateful. Thus, we define a predicate state for
each collection type in Python. All these predicate definitions follow a
similar pattern. If self is an instance of the collection type, we acquire the
permissions to access each reference x in said collection, provided that the
reference is not stateless. As illustrated in Figure 4.9, the predicate state for
lists uses Nagini’s built-in predicate P;, which grants permission to access
each element of a list. Similarly, state for sets uses Ps; state for dictionaries
uses Py for permission to access each key and value in the dictionary. For
tuples, the same behaviour is achieved via the function V;, which returns a
tuple as a sequence of references.

Custom Class Predicates state

For every user-defined class C that overrides the __eq__ function, a user can
define a predicate state to specify the permissions required to access the
fields relevant for equality. If a user does not define it, state is inherited
from its superclass.

Usage of the Predicate Family state in Nagini

Consider the example shown in Figure 4.10, where we defined the cus-
tom class X and its subclass SubX. Since X declares the field i, the call
self.state() specifies the necessary permissions to access i. In contrast,
SubX introduces an additional field j, for which access is also required. We
define a call to the stateless function (see Figure 4.8) in Nagini as a call
to the contract function Stateless. We additionally encode access to the
state predicate family for some variable v as self.state(v), if the predicate
is defined within the class, or using state_pred(v) otherwise. The latter
encoding is used to allow the specifications to type-check using Mypy. Within
the function body, the relevant predicates must be unfolded to acquire the
permissions to access the fields.

Encoding the Predicate Family state into Viper

To encode the predicate family state into Viper, we use Nagini’s existing
encoding for predicates and predicate families. We define three sets to
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# list
QPredicate
def state(self) -> bool:

return
Acc([ﬁ(self)) A /\ —stateless(x) = Acc(state(x))
x€P) (self)
# set
Q@Predicate
def state(self) -> bool:
return
Acc(Ps(self)) A /\  —stateless(x) = Acc(state(x))
x€Ps(self)
# dict
Q@Predicate
def state(self) -> bool:
return
Acc(Py(self)) A /\  —stateless(x) = Acc(state(x))
xEPq(self)
# tuple

QPredicate
def state(self) -> bool:
return

( /\ —stateless(x) — Acc(state(x)))

x€ Vg (self)

Figure 4.9: The Definitions of the collection state predicates.

formalise the encoding: Let S;; denote the set that includes all user-defined
state predicates encoded into Viper. Let Sg denote the set that contains all
built-in collection state predicates (see Figure 4.9) encoded into Viper and
the predicate state for object, which is defined simply as true in Viper. Let
T denote the set of all user-defined and built-in types encoded into Viper
types. With these preparations, we encode the predicate family state, as
illustrated in Figure 4.11. In Viper, the predicate family state is also just a
predicate called state. It is a conjunction of two components: First, for each
predicate statec € Sy U Sp of class C, if self is an instance of C, then we
access statec(self). The second part encodes that if self is not any of the
types in 7, then an abstract predicate is accessed.

4.2.3 Equality Contracts

We start by formally defining all built-in contracts to enable equality com-
parisons of built-in types. We ensure that each built-in type is a behavioural
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class X:
# Assume self.1 1s defined
QPure
def __eq__(self, other: object) -> bool:
Requires(self.state())
Requires(Implies(not Stateless(other), state_pred(other)))

if isinstance(other, X):
return Unfolding(self.state(),
Unfolding(other.state(),
self.i == other.i

)

return False

@Predicate
def state(self) -> bool:
return Acc(self.i)

class SubX(X):
# Assume self.t and self.j are defined
QPure
def __eq__(self, other: object) -> bool:
Requires(self.state())
Requires(Implies(not Stateless(other), state_pred(other)))

if isinstance(other, SubX):
return Unfolding(self.state(),
Unfolding(other.state(),
self.i == other.i and self.j == other.j
)
)

return False

@Predicate
def state(self) -> bool:
return Acc(self.j)

Figure 4.10: An example of an __eq__ override in Python.
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0 predicate state(self: Ref) {

( /\ type(self) <: C = acc(statec(self))> A
statec€SyUSE

(/\ type(self) # T = acc(state_abstract_rest (self)))
TeT

3}

(SN

predicate state_abstract_rest(self: Ref)

Figure 4.11: The predicate family state encoded as a Viper predicate.

0 function bool___eq__(self: Ref, other: Ref): Bool

1 decreases _

2 requires

3 ensures type(self) <: bool() A type(other) <: bool() =
4 result == unbox(self) == unbox(other)

Figure 4.12: The contract for boolean equality encoded as a Viper function.

0 function int___eq__(self: Ref, other: Ref): Bool

1 decreases _

2 ensures type(self) <: int() A type(other) <: int() =
3 result == unbox(self) == unbox(other)

Figure 4.13: The contract for integer equality encoded as a Viper function.

subtype of object. We begin with the contracts of primitive types.

Contracts of Primitives

The contracts of primitives are relatively simple, as their canonical equal-
ity semantics are straightforward and access to the state predicate is not
needed, as primitive types are inherently stateless. All contracts follow a
similar pattern: If self and other are both instances of the corresponding
type, then we encode a postcondition that ensures canonical equality for the
corresponding type. For example, as shown in Figure 4.12, the postcondi-
tion encoding canonical equality ensures that if both self and other are
instances of bool, the two arguments are unboxed as Viper boolean values
and compared for equality. Integer and string equality are demonstrated in
Figures 4.13 and 4.14, respectively, where £ denotes the length function and
Vstr denotes the string value function.

Equality for floating-point numbers also follows the same structure as the
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4.2. Specifications of Equality Functions

function str___eq__(self: Ref, other: Ref): Bool
decreases
ensures type(self) <: str() A type(other) <: str() =—
result ==
(L(self) == L(self) A Vsir(self) == Vgir(other))

Figure 4.14: The contract for string equality encoded as a Viper function.

function float___eq__(self: Ref, other: Ref): Bool
decreases
ensures type(self) <: float() A type(other) <: float() —

isNaN(self) V isNaN(other) =— !result

Figure 4.15: The default contract of equality for floating-point numbers encoded as a Viper
function.

function generic_collection___eq__(self: Ref, other: Ref): Bool
decreases
requires —stateless(self) =—> acc(state(self))
requires —stateless(other) — acc(state(other))
ensures type(self) <: <Collection Type> A type(other) <: <
Collection Type> —
<Canonical Equality for Collection Type>

Figure 4.16: A generic equality contract for a collection encoded as a Viper function.
other contracts. However, Nagini supports multiple encodings with different

guarantees: By default, the only guarantee is that the result is false if at
least one of the arguments is NaN, as shown in Figure 4.15. If floating-point

numbers are encoded as reals, then we use the contract shown in Figure A 4.

If the floating-point numbers are encoded using IEEE, then we utilise the
contract illustrated in Figure A.5.

Contracts of Collections

The contracts of collections are more involved, since canonical equality for
collections is not as straightforward as for primitive types, and we need
access to the state predicate family for both arguments, self and other. We
encode most of the contracts in a similar manner: First, we encode access to
the state predicate family for self and other, if they are not stateless, as
a precondition to ensure sufficient permissions to access the collection and
its elements. Finally, if self and other are both subtypes of said collection
type, then we encode canonical equality as a postcondition.

In Figure 4.17, we define the contract for list equality. It follows the structure
of the generic equality contract with corresponding subtype conditions and
canonical equality definitions (see Figure 4.16). The canonical equality for
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function list___eq__(self: Ref, other: Ref): Bool
decreases _
requires -—stateless(self) — acc(state(self))
requires —stateless(other) — acc(state(other))

ensures type(self) <: list(...) A type(other) <: list(...)
_—
result ==
(—stateless(self) = unfolding acc(state(self)) in (
(—stateless(other) = unfolding acc(state(other)) in (

L(self) == L(other) A

/\ (self [x] ==qpject other[x])
x€[0, L(self))

)
))

Figure 4.17: List equality contract encoded as a Viper function.

lists encodes the following: First, self and other must have the same size;
the contracts use £ to denote the length function. Second, each element in
self at index x must be equal to the corresponding element in other, where
0 < x < L(self). If and only if all these conditions are satisfied, result is
true.

In Figure A.1, the contract for set equality is defined similarly to 1ist___eq__
using the structure of the generic equality contract (see Figure 4.16). The
canonical equality for sets encodes the following: If for every element x €
self, there exists an element y € other such that they are equal, and the
sizes of the two sets are equal, then the two sets are equal.

Dictionary equality is also comparable to 1ist___eq__ as shown in Fig-
ure A.2. The canonical equality for dictionaries encodes the following: First,
self and other must have the same size. Second, for every key x € self,
there must exist a key y € other such that they are equal, and the corre-
sponding values self [x] and other [y] are also equal. The two dictionaries
are equal if and only if all these conditions hold.

The tuple equality contract is identical to that of list equality, with the only
difference that we ensure canonical equality if both self and other are
tuples.

4.2.4 Modelling Equality Function Applications

To model equality function applications, we use the two different encodings
defined in Section 3.3.
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4.2. Specifications of Equality Functions

if (type(self) <: SubX()) {
<Preconditions of ==gupx>

} elseif (type(self) <: int()) {
<Preconditions of == >

} elseif (type(self) <: list()) {
<Preconditions of ==7jig¢>

} elseif (...) {

} elseif (type(self) <: X(O) {

acc(state(self))A
(—stateless(other) — acc(state(other)))

} elseif (...) {

} else {

(—stateless(self) = acc(state(self)))A
(—stateless(other) — acc(state(other)))

Figure 4.18: The merge function preconditions encoded as a conditional chain.

Merge Function-Based Equality Encoding

Consider the example in Figure 4.10 with the two classes X and SubX. Addi-
tionally, assume both X. __eq__ and SubX.__eq__ have contracts that capture
their function definitions. Under these assumptions, the merge function for
object equality follows the structure demonstrated in Figure 4.19. To reduce
unnecessary complexity, only the relevant components of the contracts are
shown in Figure 4.19, e.g., the contracts for integer equality (see Figure 4.13)
or list equality (see Figure 4.17). To improve readability, the preconditions
are presented as a chain of conditionals, rather than a single large conditional
expression. Semantically, the same meaning is captured, but the conditional
expression is less readable. In practice, the merge function uses a single
conditional expression.

When the equality operator == is used in Python, the call to the correspond-
ing __eq__ function is redirected to the merge function.

Extended Function-Based Equality Encoding

In the extended function-based encoding, we use separate functions, one per
type, and connect them via an added postcondition. We impose an additional
restriction that the precondition of the overridden function is not weaker,
otherwise, the added postcondition may not be well defined.
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0 function equality_merged(self: Ref, i: Ref): Bool

1 decreases

2 requires <Preconditions in Figure 4.18 as one conditional expression>
3 ensures <Postconditions of ==gpject>

4 ensures type(self) <: X() == <Postconditions of ==x>

5 ensures type(self) <: SubX() = <Postconditions of ==gupx>

6 ensures type(self) <: int() = <Postconditions of ==j.4>
7 ensures type(self) <: list() =—> <Postconditions of ==jjst>
8 ensures

Figure 4.19: The merge function for object equality.

0 function SubX___eq___extended(self: Ref, i: Ref): Ref
1 decreases

2 requires acc(state(self))

3 requires —stateless(other) — acc(state(other))

4 ensures result == (self ==y+ other)

Figure 4.20: Encoding of the extended function for SubX.__eq__.
Consider the example in Figure 4.20, where the extended function for ==gypx

from Figure 4.10 is encoded. We add the postcondition ensures result ==
(self ==+ other), since SubX <: X.

We encode each use of the equality operator == in Python as a call to the
corresponding extended function of the type of the left-hand operand in
Viper.
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Chapter 5

Evaluation

We evaluate our implementation for verification performance, completeness,
and usability, for each of which we highlight practical trends a user can
expect.

5.1 Performance Evaluation

We conduct a performance analysis focusing primarily on tests that verify
reflexivity, symmetry, transitivity, and scalability. The tests are run using
Nagini’s and Viper’s default behaviour, which verifies multiple methods
in parallel to simulate the conditions observed by a user. As previously
mentioned, we proposed and implemented two different approaches to
model equality function applications based on a merge or an extended
function, as described in Section 4.2.4. All tests are verified with both Viper
back-ends, namely Silicon and Carbon. Each test was executed five times
using Nagini’s benchmark mode on an XMG Fusion 15 equipped with an
Intel i7-9750H CPU (2.6 GHz base, 4.5 GHz turbo) and 32 GB of RAM,
running Ubuntu.

We illustrate the results of the performance tests in the table in Figure 5.1.
Tests that crash, time out, or fail for any other reason are marked as such.
The table consists of the following columns:

1. Test Id: A unique identifier
2. # C.: The number of classes in the test

3. Model: The modelling approach used for equality function applications;
E represents the measurement obtained using the extended function
and M with the merge function approach.

4. Time S.: The amount of time the test required for verification using
Silicon
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5. Time C.: The amount of time the test required for verification using
Carbon

6. Verified: If the example was successfully verified using Silicon and/or
Carbon

7. Exp. V.: The expected verification result for Silicon and Carbon

We include three basic tests (E;, Ey, and E3) to verify the properties of an
equivalence relation. The first test only compares instances of the same class
for equality, i.e., verifying reflexivity; symmetry and transitivity trivially
follow. Each class in the second test can be equal to instances of itself and
one other class, i.e., verifying reflexivity and symmetry; transitivity follows.
In the third test, we extend this structure to three classes, for each of which
it is verified that reflexivity, symmetry, and transitivity hold. Each of these
three tests defines classes with between 0 and 3 primitive type fields, slowly
increasing the complexity. We additionally include three basic tests (EF;,
EF,, and EF;) that are structured similarly to E;, E;, and E3, but they are
all expected to fail. However, only certain properties are expected to fail;
behavioural subtyping, for example, holds in all tests. In each class in the first
test, reflexivity should fail to verify. In the second test, symmetry ought to be
violated. In the third test, transitivity should not hold. Thus, Nagini should
reject all these tests. The fourth test (B;) models how equality functions could
be used in a small 'real world” scenario. It includes multiple classes, whose
equality functions depend on each other. The final four tests (U to Uy) focus
on scalability; they measure how scalable both approaches for modelling
function application are. Each class defined in this test has three primitive
type fields, and each function is called from a client method. U; defines 8§,
U, 15, U3 26, and Uy 36 classes and client methods.

Consider the performance results in the table in Figure 5.1. All tests that are
expected to verify succeed with Carbon, but fail with Silicon, as there exist
some incompleteness issues in Silicon. On average, the extended function-
based approach took 140.01 seconds, while the merge function-based ap-
proach took 141.82 seconds. Furthermore, consider the chart in Figure 5.2,
where we plotted the relative percentage difference of the verification times of
the merge function in comparison to the extended function-based approach.
The values were calculated using the formula:

t P .
ri= merge,i ext,i . 100

text,i

where i € {1,2,3,4}, and tmerge,i and fext,; denote the verification times of
U; using Carbon. As the examples increase in size, the relative percentage
difference decreases. The values range from 1.17% to 6.14%. In particular, in
the largest test Uy, the relative percentage difference is 1.17%. In general, the



5.2. Completeness Evaluation

TestId | # C. | Model | Time S. [s] Time C. [s] | Verified | Exp. V.

E; 12 | E Out of Memory | 17.9 No/Yes | Yes/Yes
Eq 12 M Time out 16.9 No/Yes | Yes/Yes
EF; 3 E 6.3 49 No/No | No/No
EF; 3 M Time out 4.3 No/No | No/No
E, 8 E Time out 29.7 No/Yes | Yes/Yes
E, 8 M Time out 29.3 No/Yes | Yes/Yes
EF, 8 E Time out 22.2 No/No | No/No
EF 8 M Time out 235 No/No | No/No
Es 6 E Time out 51.7 No/Yes | Yes/Yes
Es 6 M Time out 45.2 No/Yes | Yes/Yes
EF 6 E Time out 32.5 No/No | No/No
EF; 6 M Time out 32.0 No/No | No/No
By 3 E Out of Memory | 11.5 No/Yes | Yes/Yes
Bq 3 M Time out 13.5 No/Yes | Yes/Yes
U 8 E Time out 44.0 No/Yes | Yes/Yes
9f} 8 M Time out 46.7 No/Yes | Yes/Yes
U, 15 E Time out 123.5 No/Yes | Yes/Yes
U, 15 M Time out 127.8 No/Yes | Yes/Yes
U; 26 E Time out 373.5 No/Yes | Yes/Yes
U; 26 M Time out 382.4 No/Yes | Yes/Yes
Uy 36 E Time out 828.7 No/Yes | Yes/Yes
Uy 36 M Time out 838.4 No/Yes | Yes/Yes

Figure 5.1: The performance tests result table.

data indicates that the extended function-based approach performs slightly
better.

5.2 Completeness Evaluation

We perform a completeness analysis, which demonstrates the differences be-
tween the two equality function modelling approaches and the facts observed
by callers about the invoked equality function.

We illustrate the completeness tests in the table in Figure 5.3. It consists of
some of the columns from Figure 5.1 and the following additional ones:

1. Verified Carbon: If the test was successfully verified using Carbon
2. Verified Silicon: If the test was successfully verified using Silicon

The first test (D;) is illustrated in Figures A.6 and A.7, where a class A
with one field f and a client method foo are defined. We compare two
instances o1 and o2 of static type object for equality in foo. Additionally,
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Relative Difference in Verification Time

S w1
L L

w
L

Relative Difference (%)

Ul U2 u3 U4
Test Case

Figure 5.2: A chart illustrating the relative percentage difference in verification time using
Carbon.

we add a precondition that requires o1.f == 02.f. Consequently, using the
merge function-based approach, the verifier can prove the assertion o1 == 02,
but not with the extended function-based approach. The second test (LR)
demonstrated in Figure A.8, where a class and a client function foo is defined.
It is used to test whether a caller learns reflexivity.

The third test (LS1) defines two classes E and F, and a client function foo,
where e: E and f: F. The client method calls e == f and £ == e, and
asserts that the results are equal. It is used to test whether a caller learns
symmetry.

The fourth test (LT;), defines three classes G, H, and I, and a client function
foo, where g: G, h: H, and i: I. The client method calls g == h and
h == i. If both results hold, we assert that g == i returns true. It is used
to test whether a caller learns transitivity.

The test D; demonstrates that the merge function-based modelling approach
is more complete, since it verifies using Carbon, but the extended function-
based approach does not. From the test LR; and LS;, we observe that when
calling an equality function, we learn that it is reflexive and symmetric. Test
LT, demonstrates that we cannot learn that an equality function is transitive
as a caller; this is because we cannot obtain permissions to access an arbitrary
object in Viper.



5.3. Usability Evaluation

Test Id | Model | Verified Silicon | Verified Carbon
D, E No No
D, M No Yes
LR E Yes Yes
LR M No Yes
LS, E No Yes
LS, M No Yes
LTy E No No
LTy M No No

Figure 5.3: The completeness tests result table.

Test Id | Proportionality Factor
Eq 1.22
E, 1.31
E; 1.29
EF; 1.35
EF, 1.31
EF; 1.32
B 1.27
U 1.40
U, 1.40
Us 1.40
D, 1.50
LR, 1.63
LSq 1.35
LTy 1.36
’ Avg \ 1.37

Figure 5.4: The usability tests result table.

5.3 Usability Evaluation

We perform a usability evaluation to measure the additional effort required
by a user. This includes annotation and folding overhead (such as adding
the decorator @Transparent or folding and unfolding predicates) as well as
inserting additional state predicate preconditions. The analysis evaluates
the total number of lines of code (LOC) with and without the additional
overhead. In particular, for each test in the benchmark, we compute a
proportionality factor that divides the total LOC by the LOC without the
overhead.

Consider the table in Figure 5.4. The proportionality factor is 1.37 on average,
which highlights that the additional overhead for the user is not significant
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and acceptable in practice.
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Chapter 6

Conclusion

This thesis addressed the modular verification of user-defined equality func-
tions in the context of object-oriented programming languages like Python.
In particular, it proposes a technique to establish that equality defined for
subtypes is consistent with the equality semantics of their supertypes.

We presented a modular framework for specifying and verifying user-defined,
overridable equality functions in Python. We demonstrated that this frame-
work supports modular verification of equality functions across distinct types,
ensuring that they satisfy the properties of an equivalence relation, i.e., reflex-
ivity, symmetry, and transitivity!. Furthermore, it enables the use of equality
functions in specifications. Our evaluation shows that a verification can be
completed in a reasonable amount of time and with an acceptable annotation
overhead for the user.

This work demonstrates that modular verification of equality is practical in
object-oriented languages involving subtyping. Additionally, as the approach
is based on permission logic, it extends to concurrent settings.

A caller cannot learn that an equality function is transitive, as we cannot
obtain permissions to access an arbitrary object in Viper.

Future work could extend this framework to support other dunder methods,
such as containment checks, as in Python, they implicitly use the equality
operator. In particular, this could be done by adapting the __contains__
definitions of built-in container types.

In summary, this thesis establishes a foundation to enable modular reason-
ing about user-defined equality functions in the context of object-oriented
programming languages.

IThis sentence was revised using ChatGPT 4o.
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Appendix A

Appendix

A.1 Figures for Equality Contracts

The equality contracts for sets,dicts, and tuples are shown in the Figures
Al, A2and A.3.

A.2 Alternative Floating-Point Number Contracts

A.3 Tests
0 function set___eq__(self: Ref, other: Ref): Bool
1 decreases _
2 requires —stateless(self) = acc(state(self))
3 requires —stateless(other) — acc(state(other))
4
5 ensures type(self) <: set(...) A type(other) <: set(...) —
6 result ==
7 (—stateless(self) = unfolding acc(state(self)) in (
8 (—stateless(other) = unfolding acc(state(other)) in (
9

L(self) = L(other) A

/\ \/ X —=object ¥
x€self \ y€other

10 ))
11 ))

Figure A.1: Set equality contract encoded as a Viper function.
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0 function dict___eq__(self: Ref, other: Ref): Bool
1 decreases
2 requires —stateless(self) = acc(state(self))
3 requires —stateless(other) — acc(state(other))
4
5 ensures type(self) <: dict(...) A type(other) <: dict(...)
=
6 result ==
7 (—stateless(self) = unfolding acc(state(self)) in (
8 (—stateless(other) = unfolding acc(state(other)) in (
9
L(self) = L(other) A
/\ < \/ X ==gbject ¥ /A self [x] ==gpject Other [y])
x€self \yE€other
10 ))
11 ))
Figure A.2: Dictionary equality contract encoded as a Viper function.
0 function tuple___eq__(self: Ref, other: Ref): Bool
1 decreases
2 requires —stateless(self) — acc(state(self))
3 requires —stateless(other) = acc(state(other))
4
5 ensures type(self) <: tuple(...) A type(other) <: tuple(...)
=
6 result ==
7 (—stateless(self) = unfolding acc(state(self)) in (
8 (—stateless(other) = unfolding acc(state(other)) in (
9
L(self) == L(other) A
/\ (self [x] ==qbject other[x])
x€[0, L(self))
10 ))
11 ))

Figure A.3: Tuple equality contract encoded as a Viper function.
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A3.

Tests

function float___eq__(self: Ref, other: Ref): Bool

decreases

ensures type(self) <:float() Atype(other) <: float() =
isNaN(self) V isNaN(other) =— —result

ensures type(other) <: float() A type(other) <:float() =
(self = —oco Aother = —o0) V (self = +o0 A other = +o0) = result

ensures type(self) <:float() Atype(other) <:float() =
(self = —co A = (other = —o0)) V
(self = +oo A = (other = +o0)) V
(other = —co A = (self = —o0)) V
(other = +00 A -1 (self = 40)) = —result

ensures type(self) <:float() Atype(other) <: float() =
(—isNaN(self) A —isNaN(other) A
self # —oo A self # +oo A other # —oo A other # +00) —>
result = (unbox(self) = unbox(other))

Figure A.4: Contract for floating-point numbers encoded as reals.

function float___eq__(self: Ref, other: Ref): Bool

decreases
ensures type(self) <: float() A type(other) <: float() =—
result == IEEE(unbox(self), unbox(other))

Figure A.5: Contract for floating-point numbers encoded with IEEE.
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class A:
def __init__(self, i: int) -> None:
self.i: int = 1
Fold(self.state())
Ensures(self.state())

QPure
def __eq__(self, other: object) -> bool:
Requires(state_pred(self))
Requires(Implies(not Stateless(other), state_pred(other)))
Ensures(Implies(
isinstance(other, A), Unfolding(self.state(),
Unfolding(state_pred(other),
Result() == (self.i == cast(A, other).i)

)

))
if self is other:
return True
elif isinstance(other, A):
return Unfolding(
self.state(),
Unfolding(
state_pred(other),
self.i == cast(A, other).i

)

return False

@Predicate
def state(self) -> bool:
return Wildcard(self.i)

Figure A.6: The class definition of A for the test Dj.

50



A.3. Tests

def foo(ol: object, 02: object) -> int:
Requires(isinstance(ol, A))
Requires(isinstance (o2, A))
Requires(state_pred(ol))
Requires(state_pred(02))
Requires(Unfolding(state_pred(ol),
Unfolding(state_pred(o2),
cast(A, ol).i == cast(A, 02).1i))
)
Ensures(state_pred(ol))
Ensures(state_pred(o2))

Unfold(state_pred(ol))
Unfold(state_pred(o2))
assert ol == o2
Fold(state_pred(ol))
Fold(state_pred(o2))
return O

Figure A.7: The client method foo for the test D;.
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class A:
def __init__(self, i: int, s: str, b: bool) -> None:
self.i: int = 1
self.s: str = s
self.b: bool = b
Fold(state_pred(self))
Ensures(state_pred(self))

Q@Pure
def __eq__(self, other: object) -> bool:
Requires(state_pred(self))
Requires(Implies(not Stateless(other), state_pred(other)))
if self is other:
return True
return False

@Predicate
def state(self) -> bool:
return Acc(self.i) and Acc(self.s) and Acc(self.b)

def foo(a: A, b: A) -> int:
Requires(state_pred(a))
Requires(state_pred (b))
Ensures(state_pred(a))
Ensures(state_pred(b))

Unfold(state_pred(a))
Unfold(state_pred(b))
res: bool = a ==
if res:

assert a is b
Fold(state_pred(a))
Fold(state_pred(b))
return O

Figure A.8: The test LR demonstrates that a caller learns reflexivity.
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