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What verification algorithms exist
and
which is the best?
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Contributions

® Survey of algorithms used in existing separation logic verifiers
® Propose two new algorithms

® Implement all five algorithms in Viper
e Two already existed

® Systematic empirical evaluation of completeness and performance

® Comparison of different portfolios
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We implemented all five algorithms in Viper
and
benchmarked on large number of examples

ViPER




Benchmark Example Groups

® Source language verifiers
e Rust, Java, Go, Python, CUDA, smart contracts

® Program logics
e Concurrent separation logic, RSL, TaDA
® Properties
e Information flow security, hyperproperties, reachability

® Applications
e \erification tutorials, competitions, complex case studies

® 537 examples of various sizes overall
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Completeness Results
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Completeness Results
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Completeness Results

51 SE-PY SE-PC| SE-TRIVCG-TRIVCG-TA
All p37 54 5.4 7.4 88| 138
Rui 156 0.0 0.6 3.8 90| 186
Ruz | 11 0.0 0.0] 455 45| 636
Go | 11] 182 00| 182 0.0 0.0
Goo| 17 5.9 00| 17.6| 294| 353
RSL| 21 19.0| 19.0 oo 381| 333
sc| § 00 0.0 0.0 0.0 0.0
SCr| 13 0.0 0.0 0.0 0.0 0.0
PP |38 0.0 0.0 0.0 0.0 0.0
Py |23 87| 13.0 43| 130| 217
Pys| 18 16.7| 11.1] 111 % 5.6
Rea | 16| DO 375 125 1838
Vi |46 2.2 2.2 43 4.3 8.7
Vec| 19 00| 105| 421| 105| 105
Vev| 5 0.0 00| 200| 200 0.0
Dac| § 0.0 0.0 00| 250| 250
Dav| 41 00 0.0 0.0 0.0 0.0
Vo |34 29 29| 118 00| 206
Rus |52 0.0 0.0 0.0 1.9 1.9
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Algorithms
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Completeness Results

Two different Rust

- VCG-TA
Y verifiers i
Rua L . 0.6 3.8 18.6
Ru T 00 0.0 455 | 636
Go |11 182 0.0] 182 0.0
Gool 17 5.9 00| 17.6 35.3
RrsL| 21 19.0| 19.0 0.0 333
sc| 8§ 00 0.0 0.0 0.0
SCrl 13 0.0 0.0 0.0 0.0
PP |39 00 0.0 0.0 0.0
Py |23 87| 130 43| 130] 217
Pyp| 18 16.7| 111|111 G 5.6
Rea | 16| DO 375 125 1838
Vi |46 @ 2.2 2.2 4.3 4.3 8.7
Vec|19 00| 105 421| 105] 105
Vev| 5 0.0 0.0| 200| 200 0.0
Dac| § 0.0 0.0 00| 250| 250
Day]| 41 0.0 0.0 0.0 0.0 0.0
Vo |34 209 29| 118 0.0] 206
Ruz| 52 0.0 0.0 0.0 1.9 1.9



Completeness Results
VCG-ﬂrPercentage of Ru2

5| SE-PY SE-PC| SE-TR
All p37 5.4 5.4 7.4 81 examples for which
Rui [156] 0.0 0.6 3.8
Rus | 11 0.0 0.0[ 45 _SE'TR was
Go | 11] 182 0.0 182] W incomplete
Gogl| 17 5.9 0.0] 17.6] 29.M— _/
RSL[ 21|  19.0| 19.0 00| 381| 333
sc| § 00 0.0 0.0 0.0 0.0
SCr| 13 0.0 0.0 0.0 0.0 0.0
PP [ 38 0.0 0.0 0.0 0.0 0.0
Py |23 87| 130 43| 130] 217
Pyp| 18  167| 11.1| 111 5.6 5.6
Rea | 16| DO 375 125 1838
Vi |46 2.2 2.2 4.3 43 8.7
Vec|19 00| 105| 421| 105| 105
Vey 0.0 00| 200| 200 0.0
Dag 0.0 0.0 00| 250| 250
Day| 41 00 0.0 0.0 0.0 0.0
Vo |34 29 29| 118 00| =206
Rus |52 0.0 0.0 0.0 1.9 1.9
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Completeness Results

2l_SE.PS|_SE.PCl SETRIVCQ.TRVCG.TA
lan 37 54 5.4 7.4 88| 138|
Rup [166] 0.0 0.6 3.8 9.0  18.6
Ruz | 11 0.0 0.0] 455 45| 636
Go |11 182 0.0] 18.2 0.0 0.0
Goc| 11 5.9 00| 176| 294 353
Rrsr| 21l 19.0| 19.0 00| 381| 333
sc| g oo 0.0 0.0 0.0 0.0
SCr 13 0.0 0.0 0.0 0.0 0.0
PP |39 00 0.0 0.0 0.0 0.0
Py |23 87| 130 43| 130 217
Pyp| 18 167 11.1| 111 5.6 5.6
Rea | 16| DO 375 125 1838
Vi |46 @ 2.2 2.2 4.3 4.3 8.7
Vec| 19 00| 105 421| 105| 105
Vev 0.0 0.0| 200| 200 0.0
Dac 0.0 0.0 00| 250| 250
Day]| 41 0.0 0.0 0.0 0.0 0.0
Vo |34 29 2.9 11.8 0.0] 206
Ruz| 52 0.0 0.0 0.0 1.9 1.9

SE-algorithms
perform best overall
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Completeness Results

5| SE-PS| SE-PC| SE-TRVCG-TR[VCG-TA
All 537 5.4 5.4 7.4 8.8| 138
Ruy [156 0.0 0.6 3.8 9.0| 186 ~
Rug | 11 0.0 00| 455 54.5 Substantial
Go | 11] 182 0.0 182 0.0 differences
Goc| 17 5.9 00| 176| 294
RSL| 21|  19.0| 19.0 00/ 381| 333 between
sc | 8 0.0 0.0 0.0 0.0 0.0 groups .
SCr| 13 0.0 0.0 0.0 0.0 0.0
PP | 38 0.0 0.0 0.0 0.0 0.0
Py | 23 %4 4.3 13.0| 217
Pys| 18 16.7| 11.1 11.1 5.6 5.6
Rea | 16| DO 375 125 1838
Vi | 46 2.2 2.2 4.3 4.3 8.7
Vec| 19 0.0 105[ 421 105 10.5
Vey 0.0 0.0 200[ 200 0.0
Dag 0.0 0.0 0.0 25.0| 250
Day| 41 0.0 0.0 0.0 0.0 0.0
Vo | 34 2.9 2.9 11.8 0.0| 206
Rug | 52 0.0 0.0 0.0 1.9 1.9
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Completeness Tendencies

5| SE-PS| SE-PC| SE-TRVCG-TR|VCG-TA .
All 537 54| 54| 74| 88| 138 ® Partial heap better:
Ruy 156 0.0 0.6 3.8 90| 18.6 .
Ruz| 11| 0.0 00| 455| 545636 e Many simple heap
Go |11] 182 0.0] 18.2 0.0 0.0 operations
Goc| 17 5.9 00| 17.6| 294| 353
RSL| 21 19.0| 19.0 ool 381| 333 ® Total heap better:
sc| 8 oo 0.0 0.0 0.0 0.0 .
SCr 13 00| 00| 00| 00| 00 e Heavy quantifier use
PP |38 00 0.0 0.0 0.0 0.0 ) i
Py |24 87| 130 43| 30| 217 ® Lots of iterated separating
Pyp| 18 167| 111|111 5.6 5.6 Conjuncﬁons
Rea | 16| DO 375 125 1838 ]
vi [46 22| 22| 43| 43| 87 ® VCG struggles with large
Veo| 19 00| 105 421| 105 105
Vey| 5 0.0 00| 200] 200 0.0 examples
Dac| § 00 0.0 00| 25.0] 25.0 .
et 00T ool ool ool oo ® Future work: Predict best
Vo |34 29| 29| 118 0.0 206 a|g0r|thm7
Rus |52 0.0 0.0 0.0 1.9 1.9
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Portfolios

¥| SE-PS| SE-PC| SE-TR[VCG-TR|VCG-TA
All 537 5.4 5.4 7.4 8.8 13.8
Ruy [156] 0.0 0.6 3.8 9.0 18.6
Rug | 11 0.0 0.0 45.5 54.5 63.6
Go | 11| 182 0.0 18.2 0.0 0.0
Goc| 17 5.9 0.0 17.6 29.4 35.3
RSL| 21|  19.0 19.0 0.0 38.1 33.3
sc | 8 0.0 0.0 0.0 0.0 0.0
SCr| 13 0.0 0.0 0.0 0.0 0.0
PP | 38 0.0 0.0 0.0 0.0 0.0
Py | 23 8.7 13.0 4.3 13.0 il
Pyo| 18  16.7 11.1 11.1 5.6 5.6
Rea | 16| DO 375 125 1838
Vi | 46 i 22 4.3 4.3 8.7
Vec | 19 0.0 10.5 491 10.5 10.5
Vey 0.0 0.0 20.0 20.0 0.0
Dag 0.0 0.0 0.0 25.0 25.0
Day| 41 0.0 0.0 0.0 0.0 0.0
Vo | 34 2.9 2.9 11.8 0.0 20.6
Rug | 52 0.0 0.0 0.0 1.9 1.9

® No single algorithm can do
everything

e Portfolio recommended

® Four needed to cover all
examples

® Three needed for all but one
e SE-PS, SE-TR, any VCG

® SE-PS, VCG-TR for all but six

® SE-PS, SE-TR for all but ten

e Easytoimplement SE-TR in
existing SE-PS
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Performance Benchmark Example:
SE vs. VCG with Total Heap
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Performance Benchmark Example:
SE vs. VCG with Total Heap
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Performance Benchmark Example:
SE vs. VCG with Total Heap
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Performance Benchmark Example:
SE vs. VCG with Total Heap

A
200
. SE-TR vs. VCG-TR
150 A (0]
3
100 A
@ . : = S
0p] P 501 T _____ o o %
— of || 53 B = o= I
—50 A o g E’ ] [¢)
| —
Q] & ~100
O|2
T S =
[e]
—200 o)
v AR QAN QA A NN NN N
2 SN DN RN NN NN RN R O MR, RN AN MO R AR
¥ T Y @ NV AN Y )Y oY QY o N e R N
v\\ Q§\/ S © & & ] < D & $© A\ Q° S A\ ~



Performance Benchmark Example:
SE vs. VCG with Total Heap
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Performance Benchmark Example:
SE vs. VCG with Total Heap
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Performance Benchmark Example:
SE with Partial vs. Total Heap
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Performance Benchmark Example:
SE with Partial vs. Total Heap
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Conclusion

® SE + partial heap combinations perform best overall
e Best overall completeness and performance
e Most existing tools made a good choice

® Other algorithms are needed to cover all cases
e Some example groups require total heaps

® Portfolio approach useful

® VCG-TR strictly better than VCG-TA

® Two new algorithms

e SE-TR offers unique tradeoff
e SE-PCis best overall along with SE-PS
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¥| SE-PS| SE-PC| SE-TR|VCG-TR|[VCG-TA

All [537] 5.4 5.4 7.4 8.8 13.8
Ruy [156 0.0 0.6 3.8 9.0 18.6
Ruz [ 11| 00| o.0| 455 545 636
Go | 11|  18.2 0.0 18.2 0.0 0.0
Gocl| 17] 5.9 0.0 17.6 29.4 35.3
RSL| 21| 19.0 19.0 0.0 38.1 33.3
sc | 8 0.0 0.0 0.0 0.0 0.0
SCg| 13 0.0 0.0 0.0 0.0 0.0
PP | 38 0.0 0.0 0.0 0.0 0.0
Py | 23 8.7 13.0 4.3 13.0 21.7
Pyp| 18] 16.7 11.1 11.1 5.6 5.6
Rea | 1G)NORNNER  375| 125 188
Vi | 46 2.2 2.2 4.3 4.3 8.7
Vee | 19 0.0 10.5 42.1 10.5 10.5
Vey| § 0.0 0.0 20.0 20.0 0.0
Dag| § 0.0 0.0 0.0 25.0 25.0
Day| 41 0.0 0.0 0.0 0.0 0.0
SETR vs. VCG-TR Vo | 34 2.9 2.9 11.8 0.0 20.6
Rug | 52 0.0 0.0 0.0 1.9 1.9

B 5700
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