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Smart contract verification vs. OOP

● Calls to unverified, untrusted code
● Rules out techniques like 

separation logic

● Makes re-entrancy problematic

● Execution model
● Encapsulation

● Caller-dependent behavior

● Typical application domain

● Resources and resource transfers

balances: map(address, int)
minter: address

def transfer(to: address, amount: int):
  from = msg.sender
  assert self.balances[from] >= amount 
  self.balances[to] += amount
  self.balances[from] -= amount
  to.notify(from, self, amount)

def mint(to: address, amount: int):
  assert msg.sender == self.minter
  self.balances[to] += amount
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Goal
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Go beyond pre- and postcondititions, invariants.

Specification constructs for

● sound and precise reasoning about re-entrancy
● in hostile environment 

● access control
● enables reasoning about interactions between different contracts

● resource transfers
● simple specification of common cases
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This talk: OOPSLA 2021
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Reasoning about (re-entrant) calls

acc: int

def foo():
  self.acc += 2
  msg.sender.notify()
  self.acc += 4

def bar():
  toAdd = 8
  self.acc += toAdd
  msg.sender.notify()
  self.acc += 10
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● Every local segment:
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constraints
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Call-independent properties: access control

balances: map(address, int)
minter: address

def transfer(to: address, amount: int):
  from = msg.sender
  assert self.balances[from] >= amount 
  self.balances[to] += amount
  self.balances[from] -= amount
  to.notify(from, self, amount)

def mint(to: address, amount: int):
  assert msg.sender == self.minter
  self.balances[to] += amount
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● Balances conceptually 
belong to different addresses

Only a may decrease 
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Expressed as property of 
every local segment:
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  self.balances[a] >= 

  old(self.balances[a])

balances: map(address, int)
minter: address

def transfer(to: address, amount: int):
  from = msg.sender
  assert self.balances[from] >= amount 
  self.balances[to] += amount
  self.balances[from] -= amount
  to.notify(from, self, amount)

def mint(to: address, amount: int):
  assert msg.sender == self.minter
  self.balances[to] += amount

7



Call-independent properties: access control

● Balances conceptually 
belong to different addresses
● Only a may decrease 

self.balances[a]

Expressed as property of 
every local segment:

∀ a. msg.sender != a ==>

  self.balances[a] >= 

  old(self.balances[a])

balances: map(address, int)
minter: address

def transfer(to: address, amount: int):
  from = msg.sender
  assert self.balances[from] >= amount 
  self.balances[to] += amount
  self.balances[from] -= amount
  to.notify(from, self, amount)

def mint(to: address, amount: int):
  assert msg.sender == self.minter
  self.balances[to] += amount

7



Call-independent properties: access control

● Balances conceptually 
belong to different addresses
● Only a may decrease 

self.balances[a]

● Expressed as property of 
every local segment

∀ a. msg.sender != a ==>

  self.balances[a] >= 

  old(self.balances[a])

balances: map(address, int)
minter: address

def transfer(to: address, amount: int):
  from = msg.sender
  assert self.balances[from] >= amount 
  self.balances[to] += amount
  self.balances[from] -= amount
  to.notify(from, self, amount)

def mint(to: address, amount: int):
  assert msg.sender == self.minter
  self.balances[to] += amount

7



Call-independent properties: access control

● Balances conceptually 
belong to different addresses
● Only a may decrease 

self.balances[a]

● Expressed as property of 
every local segment:

∀ a. msg.sender != a ==>

  self.balances[a] >= 

  old(self.balances[a])

balances: map(address, int)
minter: address

def transfer(to: address, amount: int):
  from = msg.sender
  assert self.balances[from] >= amount 
  self.balances[to] += amount
  self.balances[from] -= amount
  to.notify(from, self, amount)

def mint(to: address, amount: int):
  assert msg.sender == self.minter
  self.balances[to] += amount

7



Inter-contract invariants

contract TokenClient:
…

def payout():
  self.token.transfer(self.beneficiary,
                      self.owedAmount)



Inter-contract invariants

contract TokenClient:
…

def payout():
  self.token.transfer(self.beneficiary,
                      self.owedAmount)

interface Token:

balances: map(address, int)

def transfer(to: address, 
             amount: int):
  …

                               



Inter-contract invariants

contract TokenClient:
…

def payout():
  self.token.transfer(self.beneficiary,
                      self.owedAmount)

# invariant: self.owedAmount <= 
#            self.token.balances[self]

interface Token:

balances: map(address, int)

def transfer(to: address, 
             amount: int):
  …

                               



Inter-contract invariants

contract TokenClient:
…

def payout():
  self.token.transfer(self.beneficiary,
                      self.owedAmount)

# invariant: self.owedAmount <= 
#            self.token.balances[self]

interface Token:

balances: map(address, int)

def transfer(to: address, 
             amount: int):
  …

                               

contract Token:
…

def steal(from: address):      
  self.balances[from] = 0



Inter-contract invariants

contract TokenClient:
…

def payout():
  self.token.transfer(self.beneficiary,
                      self.owedAmount)

# invariant: self.owedAmount <= 
#            self.token.balances[self]

interface Token:

balances: map(address, int)

def transfer(to: address, 
             amount: int):
  …

# segment constraint: 
# self.balances[a] is private  
# for all a

contract Token:
…

def steal(from: address):      
  self.balances[from] = 0



Inter-contract invariants

contract TokenClient:
…

def payout():
  self.token.transfer(self.beneficiary,
                      self.owedAmount)

# invariant: self.owedAmount <= 
#            self.token.balances[self]

interface Token:

balances: map(address, int)

def transfer(to: address, 
             amount: int):
  …

# segment constraint: 
# self.balances[a] is private  
# for all a

contract Token:
…

def steal(from: address):      
  self.balances[from] = 0



Tokens are Resources
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Tokens are Resources

● Every segment:
● Tokens are not duplicated

● Noone can take tokens from owner

● Noone can destroy other’s tokens

● ….

Function transfer:

Receiver has amount added

Sender has amount subtracted

All others unaffected

… modulo call to outside
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Thank you!
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2vyper

def foo():
  ...

def bar():
  ...

https://github.com/viperproject/2vyper
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