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class Byte {
public static Byte[] cache;
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Goal:

Modular,
language-independent reasoning
about global state
In concurrent separation logic



Approach: Module Invariants
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Approach: Module Invariants

e — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — —

class Byte {
public static Byte[] cache;

static {
cache = new Byte[255];

for (int i = @; 1 < 255; i++) {
cache[i] new Byte(i);

}

{ Byte.cache != null A Byte.cache.length == 255 A .

-
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Approach: Module Invariants

e — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — e —— —— — — — — — — — — — — — — — — — — — — — — — — — — — — — — —

class Byte {
public static Byte[] cache;

class MyClass {

static { void client() {

{ Byte.cache !'= null A ... }
cache = new Byte[255];

for (int i = @; 1 < 255; i++) {
cache[i] new Byte(i);

Byte zero = Byte.cachel[0];

i
{ Byte.cache != null A ... }
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Key Challenge:

When is the invariant guaranteed to hold?



Proof Obligations
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Proof Obligations
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Proof Obligations

e e o — — — — — — — — — — — — — — —

class Byte {
public static Byte[] cache;

static {

cache = new Byte[255];

for (int i = @; i < 255;
cache[i]l = new Byte(i);

3

{ Byte.cache -> data * ... }

i++) {
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Proof Obligations

e e o — — — — — — — — — — — — — — —

class Byte { void client() {
public static Byte[] cache;

static { Byte zero = Byte.cache[0];

cache = new Byte[255];

for (int i = @; i < 255; i++) {
cachel[i] = new Byte(i);

}

{ Byte.cache -> data * ... }



Proof Obligations

Initialization has started
Inity-Fact
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class Byte {
public static Byte[] cache;

static {

cache = new Byte[255];

for (int i = @; i < 255;
cache[i]l = new Byte(i);

3

{ Byte.cache -> data * ... }

i++) {

void client () {
{ Initg yte k)

Byte zero = Byte.cache[0];
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Proof Obligations

Initialization has started
Inity-Fact
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Proof Obligations

Initialization has started

Inityv-Fact
class Byte { class MyClass {
public static Byte[] cache; void client() {
static { Byte zero = Byte.cache[0];
new MyClass().client () Y

cache = new Byte[255];
for (int i = 0; i < 255; i++) {
cache[i] = new Byte(i);



Proof Obligations

Initialization has started

Inity-Fact
class Byte { class MyClass {
public static Byte[] cache; void client() {
sfffif-ﬁ ____________________ s Byte zero = Byte.cache[0];
inew MyClass().client () : }

cache = new Byte[255];
for (int i = 0; i < 255; i++) {
cachel[i] = new Byte(i);
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Proof Obligations

Initialization has started

Inity-Fact
class Byte { class MyClass {
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Proof Obligations

Initialization has started

Initm-Fact

class Byte { class MyClass { .
public static Byte[] cache; =void client () { ]
,—— ": :

. -~ I
static { oo -~ | Byte zero = Byte.cache[0]; :
tnew MyClassO . client() __. i 1 ) I
cache = new Byte[255]; }‘ -------------------------------- '

for (int i = 0; i < 255; i++) {
cache[i] = new Byte(i);
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Proof Obligations

Initialization has started

Initm-Fact
class Byte { class MyClass { .
public static Byte[] cache; Evoid client () { !
/,—""‘*: { Byte.cache != null A ... } :
SEEEES_ﬁ ____________________ -7 | Byte zero = Byte.cache[0]; :
inew MyClassQ) clientO) . i |} i
cache = new Byte[255]; o o o o e '

for (int i = 0; i < 255; i++) {
cache[i] = new Byte(i);
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Proof Obligations

Initialization has started

Inity-Fact
class Byte { class MyClass {
public static Byte[] cache; !Void client () {
/,—”""ﬂ { Byte.cache != null A ... }
SEEEEE_i ____________________ i | Byte zero = Byte.cache[0];
inew MyClass(Q).client() ____ : i}
cache = new Byte[255]; e e e e

for (int i = 0; i < 255; i++) {
cache[i] = new Byte(i);
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Proof Obligations

Initialization has started Initialization not ongoing

Inity-Fact Initialization Levels
class Byte { class MyClass {
public static Byte[] cache; void client() {
static { Byte zero = Byte.cache[0];
new MyClass().client () Y

cache = new Byte[255];
for (int i = 0; i < 255; i++) {
cache[i] = new Byte(i);



Initialization Levels

// level 1
class Byte {
public static Byte[] cache;

// level @
static {

cache = new Byte[255];
for (int i Q; i < 255;
cachel[1i] new Byte(i);

i++) {

class MyClass ({
// level 0
void client() {
Byte zero = Byte.cache[0];
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Initialization Levels

class Byte {
public static Bytel[] cache;

B [
:// level 0 :

static {

cache = new Byte[255];
for (int 1 = 0@; 1 < 255;
cachel[i]

new Byte(i);

i++) {

yte.cache[0];
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Initialization Levels

// level 1 = ==wmad
class Byte { S—————
public static Byte[] cache;} > :
I I
J

-
=2 b -
-
-

// level 0 4====""
static {

cache = new Byte[255];
for (in% i 0; 1 < 255; i++) {
cachel[1i] new Byte(i);

class MyClass ({
// level 0
void client() {
Byte zero = Byte.cache[0];
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Initialization Levels

// level 1 ==mao____
class Byte {
public static Bytel[] cache;

// level 0 4=
static {

new MyClass().client()

cache = new Byte[255];

for (int i Q; i < 255;
cachel[i] new Byte(i);

i++) {

class MyClass ({
// level 0
void client() {
Byte zero = Byte.cache[0];
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Initialization Levels

// level 1 ==meo_ __

class Byte {

public static Bytel[] cache;

-
-
-

-
-
-
-
-

// level 0 &==="

static {

new MyClass().client()
cache = new Byte[255];

for (int i
cachel[1i]

Q; 1 < 255;
new Byte(i);

:
1>
I I

i++) {

Only decrease with calls

class MyClass ({
// level 0
void client() {
Byte zero = Byte.cache[0];
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Initialization Levels Only decrease with calls

// level 1 ==meo_ __ -
class Byte { ~---"‘r"'1
public static Bytel] cache;i > i
___——’l.____a
// level 0 4====""""_
static {
P
new MyClass().client() =======< i >= %~\\c1ass MyClass {
cache = new Byte[255]; b “ // level ©
for (int i = 0@; i < 255; i++) { void client() {
cache[i] = new Byte(i); Byte zero = Byte.cache[0];
3 3
3 }



Initialization Levels

// level 1 = ==amad
class Byte {

// level 0 4==="""
static {

new MyClass().client()
cache = new Byte[255];

for (int 1 = 0; 1 < 255; i++) {

cache[1i]

new Byte(i);

1 _ 1
1 >= F~..class MyClass {

5& // level 0
void client() {
Byte zero = Byte.cache[0];
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Initialization Levels Use invariant with lower level only

// level 1 ==meo_ __
class Byte { S—————
public static Bytel[] cache;; > :
I
J

// level 0 4==="""

static {
P
new MyClass().client() ~==7=777° 1 >= L~~ class MyClass {
cache = new Byte[255]; R \‘ // level 0
for (int i = 0@; i < 255; i++) { void client() {
cache[i] = new Byte(i); Byte zero = Byte.cache[0];
3 }
3 }



Initialization Levels Use invariant with lower level only

——__———--_---
L]

4" R e
// level 1 — ===eao___ —— 1S
class Byte { TS~ l____a'\
public static Byte[] cache;} > | RO
—"“‘ l----‘l \\\\
// level 0 4===="""" "
static { \\
1 \\\
new MyClass().client() ~7777777 ‘: >= E‘~\c1ass MyClass { \\
cache = new Byte[255]; bem==d N // level 0 AN
for (int i = @; i < 255; i++) { void client() {
cache[i] = new Byte(i); Byte zero = Byte.cache[0];
3 3
3 3



Initialization Levels

// level 1 ==meo_ __

class Byte {

public static Bytel[] cache;

-
-
-

-
-
-
-
-

// level 0 &==="

static {

new MyClass().client()

cache = new Byte[255];

for (int i
cachel[1i]

Q; 1 < 255;
new Byte(i);

:
1>
I I

i++) {

Use invariant with lower level only

i i
i >= %~~\class MyClass { \\\
t-—=? 4 // level 0 N
void client() { \\
Byte zero = Byte.cache[0];
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Proof Obligations

Initialization has started
Inity-Fact

Initialization not ongoing
Initialization Levels
void client() {
{ I”itByte # Leyr > LByte }

Byte zero = Byte.cache[0];



Proof Obligations

Initialization has started
Inity-Fact

e e o — — — — — — — — — — — — — — —

Initialization not ongoing
Initialization Levels

e e e o o — e — e — i — — — — — — — )

e e e o o — e — o — i — — — — — — — —
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Proof Obligations

Initialization not ongoing
Initialization Levels

Initialization has started
Inity-Fact

e e o — — — — — — — — — — — — — — — e e e o o — e — e — i — — — — — — — ) e e e o o — e — o — i — — — — — — — —

class Disrupt {
static {
Byte.cache = null;
}
3



Proof Obligations

Invariant is not broken

|
: Control side effects
|
|

Initialization Levels

|
Initialization has started :
Inity-Fact :

|

|
Initialization not ongoing :
|
|
|

e e o — — — — — — — — — — — — — — — e e e o o — e — e — i — — — — — — — ) e e e o o — e — o — i — — — — — — — —

class Disrupt {
static {
Byte.cache = null;
}
3



Proof Obligations

Invariant is not broken

| |
e te e re . | | !
Initialization has started Initialization not ongoing | | Control side effects |
| | |
| | !

Inity-Fact Initialization Levels
class Byte {
public static Byte[] cache;
class Disrupt { static {
S:EE’_JEE_C___{___I i{ Byte.cache -> _ } E
Lt enp ¥ | Cache = new Byte[255];
Byte.cache = null; for (int i = @; i < 255; i++) {
{ ...} cachel[i] = new Byte(i);
)
3

{ Byte.cache -> data * ... }



Proof Obligations

Invariant is not broken

|
: Control side effects
|
|

Initialization Levels

|
Initialization has started :
Inity-Fact :

|

|
Initialization not ongoing :
|
|
|

e e o — — — — — — — — — — — — — — — e e e o o — e — e — i — — — — — — — ) e e e o o — e — o — i — — — — — — — —

void clientCaller () {
Byte.cache = null;
client ()

} )

void client() {

Byte zero = Byte.cachel[0];



Proof Obligations

Invariant is not broken

|
: Control side effects
|
|

Initialization Levels

|
Initialization has started :
Inity-Fact :

|

|
Initialization not ongoing :
|
|
|

e e o — — — — — — — — — — — — — — — e e e o o — e — e — i — — — — — — — ) e e e o o — e — o — i — — — — — — — —

void clientCaller () {
Byte.cache = null;
client ()

) )

void client () {
{ Byte.cache -> data = ... }
Byte zero = Byte.cachel[0];
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Proof Obligations

. Invariant is not broken
: Control side effects
: and Module Tokens

e e o — — — — — — — — — — — — — — — e e e o o — e — e — i — — — — — — — ) e e e o o — e — o — i — — — — — — — —

Initialization Levels

|
Initialization has started :
Inity-Fact :

|

|
Initialization not ongoing :
|
|
|

void clientCaller () {
Byte.cache = null;
client ()

) )

void client () {
{ Byte.cache -> data = ... }
Byte zero = Byte.cachel[0];
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Proof Obligations

| | Invariant is not broken |
| | Control side effects I
: : and Module Tokens l

e e e — — — — — —— — — — — — — — — — e e e e — o — — — — — — — — — — — — e e e e — o — — — — — — — — — — — —

Initialization has started
Inity-Fact

Initialization not ongoing
Initialization Levels

class Main {

{ Tokenpryciass * Tokenpyre * ... }
public static void main(String[] args) {
new MyClass().client();
3
3



Proof Obligations

Initialization has started
Inity-Fact

e e o — — — — — — — — — — — — — — — e o ————— —

class Main {

{ Tokenpryciass * Tokenpyre * ... }
public static void main(String[] args) {
new MyClass().client();
3
3

Initialization not ongoing
Initialization Levels

— — — — — — — — — —

class MyClass

{

. Invariant is not broken l
: Control side effects l
: and Module Tokens l

e e e o o — e — o — i — — — — — — — —

void client () {

Byte zero

Byte.cache[0];
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Proof Obligations

Initialization has started
Inity-Fact

e e o — — — — — — — — — — — — — — — e o ————— —

class Main {

{ Tokenpryciass * Tokenpyre * ... }
public static void main(String[] args) {
new MyClass().client();
3
3

Initialization not ongoing
Initialization Levels

— — — — — — — — — —

class MyClass
{ Tokeng yte }

{

. Invariant is not broken l
: Control side effects l
: and Module Tokens l

e e e o o — e — o — i — — — — — — — —

void client () {

Byte zero

Byte.cache[0];
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Proof Obligations

Initialization has started
Inity-Fact

e e o — — — — — — — — — — — — — — — e o ————— —

class Main {

{ Tokenpryciass * Tokenpyre * ... }
public static void main(String[] args) {
new MyClass().client();

Initialization not ongoing
Initialization Levels

| | Invariant is not broken |
| | Control side effects l
| | and Module Tokens |

— — — — — — — — — — e e e o o — e — o — i — — — — — — — —

class MyClass {

{ Tokengyte }
void client() ({

{ InitBute % Leur > LBute * TOkenBute h;

Byte zero = Byte.cachel[0];
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Proof Obligations

Initialization has started Initialization not ongoing

Inity-Fact Initialization Levels
class Main { class MyClass {
{ TOkenByte ks
{ Tokenpryciass * Tokenpyre * ... } void client() {
public static void main(String[] args) {
new MyClass().client(); { cache -> da

. Invariant is not broken l
: Control side effects l
: and Module Tokens l

e e e o o — e — o — i — — — — — — — —

{ InitByte * Leyr > LByte * TOkenByte 3

ta x ... }

Byte zero = Byte.cachel[0];
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Proof Obligations

Initialization has started Initialization not ongoing

Inity-Fact Initialization Levels
class Main { class MyClass {
{ TOkenByte ks
{ Tokenpryciass * Tokenpyre * ... } void client() {
public static void main(String[] args) {
new MyClass().client(); { cache -> da

{ cache -> da

. Invariant is not broken l
: Control side effects l
: and Module Tokens l

e e e o o — e — o — i — — — — — — — —

{ InitByte * Leyr > LByte * TOkenByte 3

ta x ... }

Byte zero = Byte.cachel[0];

ta * ... }
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Proof Obligations

Invariant is not broken

| |
. | | |
Initialization has started : : Control side effects :
| | |
| | |

Initialization not ongoing

S mocract ff moalatonteves 1| and Module Tokens |
class Main { class MyClass {
{ TOkenByte ks
{ Tokenpryciass * Tokenpyre * ... 3} void client() {
public static void main(String[] args) { { Initgyre * Leur > LByte * Tokengyre
new MyClass().client(); { cache -> data * ... }
¥ Byte zero = Byte.cachel[9];
} { cache -> data = ... }
{ TOke”Byte }

by



In the paper

* Duplicable module invariants:
* Never broken after they are established
* Can be opened without Tokenw

* Useful for read-only state
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In the paper

* Duplicable module invariants:
* Never broken after they are established
* Can be opened without Tokenw

* Useful for read-only state

* Preventing initialization cycles

* Lead to access of uninitialized data or
deadlocks

* Prevented by initialization levels

class A {
static int a

}

class B {
statie imE b

}

B.b + 1;

A.a + 1;
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Formalization

* Formalized as concurrent separation logic

based on Iris I r 758

* Proved sound with Rocq

* Formalized as encoding into HeapLang
* Expressed as concurrency-problem

* Each initializer is its own thread
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Evaluation

e Automated in two verifiers:

* VerCors for Java (lazy)

* Gobra for Go (eager)

* Verified small case studies with typical usage patterns

Go Java
Name LOC Ann. MiInv. Time [s] | LOC Ann. MiInv. Time [s]
Byte 22 27 8 1.77 18 17 7 1.91
Client” 15 26 9 1.02 13 18 11 1.58
Contexts 35 20 5 1.17 38 21 5 1.34
Counter 24 55 8 1.44 43 59 15 2.03
Fib 14 21 6 0.88 19 18 6 1.41
Fib Conc. 21 29 9 1.37 25 28 9 1.79
Finalizer 47 it 21 33.46 57 59 21 21.35
Names™ 42 25 4 2.25 35 24 11 2.26
Singleton* 21 24 2 0.61 24 20 10 4.24
Subclass - - - 26 10 9 1.35
Theory™ - 27 23 11 1.69

_—

s\

VerCor
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Evaluation: Part 2

* Used in case study 4.7k lines of real-world Go code base

* Next-generation internet router implementation
* Verified in Gobra

* Integrated with existing verification effort

* Replaced previous unjustified assumptions

\/erified SC :O N
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Conclusion

* First modular verification technique for global variable
initialization

* Based on Concurrent Separation Logic

* Applies to a wide range of languages

e Abstracts over exact initialization time and semantics

* Proved sound in Iris

* Implemented in VerCors and Gobra

76



	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Slide 24
	Slide 25
	Slide 26
	Slide 27
	Slide 28
	Slide 32
	Slide 33
	Slide 34
	Slide 35
	Slide 36
	Slide 37
	Slide 38
	Slide 39
	Slide 40
	Slide 41
	Slide 42
	Slide 43
	Slide 44
	Slide 45
	Slide 46
	Slide 47
	Slide 48
	Slide 49
	Slide 50
	Slide 51
	Slide 52
	Slide 53
	Slide 54
	Slide 55
	Slide 56
	Slide 57
	Slide 58
	Slide 59
	Slide 60
	Slide 62
	Slide 63
	Slide 64
	Slide 65
	Slide 66
	Slide 67
	Slide 68
	Slide 69
	Slide 70
	Slide 72
	Slide 73
	Slide 75
	Slide 76

