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Timing side channels
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Concurrency 
turns

timing channels 
into

value channels
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Shared-Memory Concurrency
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Attacker:
Observes only final results,

not intermediate state or timing
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Goal:
Modularly reason about values

in concurrent programs
without reasoning about timing
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Our Solution
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Key Idea: 
Order does not influence result if modifications 

commute
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We can do even better.
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Key Idea: 
Commutativity modulo abstraction.
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CommCSL

● Relational concurrent separation logic
● Thread-modular reasoning, mutable 

heaps
● Support for (abstract) commutativity-

based information flow reasoning

● Formalized and proved sound in 
Isabelle/HOL
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HyperViper

● Automated, SMT-based verifier
● Based on Viper and Z3

● User provides specifications, 
shared resource information

● Implements superset of 
CommCSL

lockType MapLock {
  type MyMap[Int, Int]
  invariant(l, v) = [l.lockMap |-> ?mp && isMap(mp) 
                     && v == mapValue(mp)]
  alpha(v): Set[Int] = keys(v)

  actions = [(Put, Pair[Int, Int], duplicable)]
  
  action Put(v, arg)
    requires low(fst(arg))
  { (put(v, fst(arg), snd(arg))) }
}

method worker(inputs: Seq[Ref], l: Lock, lbl: Int)
  requires low(|inputs|) 
  requires sguard[ListLock,Append](l, Set(lbl)) 
  requires ...
  ensures sguard[ListLock,Append](l, Set(lbl)) && ...
{
  ...
}

Open source: https://github.com/viperproject/hyperviper
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Evaluation
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Conclusion

● Modular reasoning about value sensitivity for concurrent 
programs
● Independently of timing
● Sound on real hardware

● Key idea is commutativity modulo abstraction
● Formalized in CommCSL
● Proved sound in Isabelle
● Automated in HyperViper
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